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Abst r act

Thi s docunent describes the Di anmeter protocol application used for
Aut henti cation, Authorization, and Accounting (AAA) services in the
Net wor k Access Server (NAS) environnment. Wen conbined with the

D aneter Base protocol, Transport Profile, and Extensible

Aut henti cation Protocol specifications, this application
specification satisfies typical network access services requirenments.

Initial deploynents of the Dianeter protocol are expected to include
| egacy systens. Therefore, this application has been carefully
designed to ease the burden of protocol conversion between RAD US and
Dianeter. This is achieved by including the RADIUS attribute space
to elinmnate the need to performmany attribute transl ations.

The interactions between D aneter applications and RAD US specified

in this docunent are to be applied to all D aneter applications. In
this sense, this docunent extends the Base Di aneter protocol
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1. Introduction

Thi s docunent describes the Di ameter protocol application used for
AAA in the Network Access Server (NAS) environment. \Wen conbi ned
with the Dianeter Base protocol [BASE], Transport Profile

[ D anTrans], and EAP [ Di anEAP] specifications, this D ameter NAS
application specification satisfies NAS-related requirenments defined
in RFC 2989 [AAACriterial] and RFC 3169 [NASCriteria].

Initial deployments of the Dianeter protocol are expected to include
| egacy systens. Therefore, this application has been carefully
designed to ease the burden of protocol conversion between RADI US and
Dianeter. This is achieved by including the RADIUS attribute space
to elinmnate the need to performmany attribute transl ations.

The interactions specified in this document between Di aneter
applications and RADIUS are to be applied to all D aneter
applications. 1In this sense, this docunent extends the Base Di aneter
prot ocol [ BASE].

First, this docunent describes the operation of a D anmeter NAS
application. Then it defines the D aneter nessage Command- Codes.

The followi ng sections list the AVPs used in these nessages, grouped
by conmon usage. These are session identification, authentication
aut hori zation, tunneling, and accounting. The authorization AVPs are
further broken down by service type. Interaction and backward
compatibility issues with RADIUS are discussed in |later sections.

1.1. Term nol ogy

The base Di anmeter [BASE] specification section 1.4 defines nost of
the term nol ogy used in this docunent. Additionally, the follow ng
terns and acronyns are used in this application:

NAS (Network Access Server) - A device that provides an access
service for a user to a network. The service nay be a network
connection or a val ue-added service such as terminal enul ation
[ NASModel .
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PPP (Point-to-Point Protocol) - A nultiprotocol serial datalink. PPP
is the primary I P datalink used for dial-in NAS connection service
[ PPP] .

CHAP (Chal | enge Handshake Aut hentication Protocol) - An
aut henti cation process used in PPP [ PPPCHAP] .

PAP (Password Aut hentication Protocol) - A deprecated PPP
aut henti cation process, but often used for backward conpatibility
[ PAP] .

SLIP (Serial Line Interface Protocol) - A serial datalink that only
supports IP. A design prior to PPP.

ARAP (Appl etal k Renote Access Protocol) - A serial datalink for
accessi ng Appl etal k networ ks [ ARAP].

| PX (I nternet Packet Exchange) - The network protocol used by NetWare
networ ks [1PX].

LAT (Local Area Transport) - A Digital Equi pnent Corp. LAN protoco
for term nal services [LAT].

VPN (Virtual Private Network) - In this docunent, this termis used
to describe access services that use tunneling nethods.

1.2. Requirements Language

In this docunent, the key words "NAY", "MJST", "MJST NOT",
"OPTI ONAL", "RECOWMENDED', "SHOULD', and "SHOULD NOT" are to be
interpreted as described in [ Keywords].

1.3. Advertising Application Support

D aneter applications conformng to this specification MIST adverti se
support by including the value of one (1) in the Auth-Application-Id
of Capabilities-Exchange- Request (CER), AA-Request (AAR), and AA-
Answer (AAA) nessages. Al other nessages are defined by [ BASE] and
use the Base application id val ue.

2. NAS Calls, Ports, and Sessions

The arrival of a new call or service connection at a port of a

Net wor k Access Server (NAS) starts a Dianeter NAS nessage exchange.

I nformation about the call, the identity of the user, and the user’s
aut hentication informati on are packaged into a D aneter AA-Request
(AAR) nessage and sent to a server.

Cal houn, et al. St andards Track [ Page 6]
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The server processes the informati on and responds with a Di aneter

AA- Answer (AAA) nessage that contains authorization information for
the NAS, or a failure code (Result-Code AVP). A value of

DI AVETER_MULTI _ROUND _AUTH i ndi cates an additional authentication
exchange, and several AAR and AAA nessages may be exchanged until the
transacti on conpl et es.

Dependi ng on the Aut h- Request-Type AVP, the Di aneter protocol allows
aut hori zation-only requests that contain no authentication
information fromthe client. This capability goes beyond the Call
Check capabilities described in section 5.6 of [RADIUS] in that no
access decision is requested. As a result, service cannot be started
as a result of a response to an authorization-only request wthout

i ntroducing a significant security vulnerability.

Since no equival ent capability exists in RAD US, authorization-only
requests froma NAS i nmpl enenting D aneter may not be easily
translated to an equival ent RADI US nessage by a D aneter/ RADI US
gateway. For exanple, when a Dianeter authorization-only request
cannot be translated to a RADIUS Call Check, it would be necessary
for the Dianeter/RAD US gateway to add authentication information to
the RADI US Access Request. On receiving the Access-Reply, the

D anet er/ RADI US gat eway woul d need to discard the access decision
(Accept/Reject). It is not clear whether these translations can be
acconpl i shed wi thout adding significant security vulnerabilities.

2.1. Dianeter Session Establishnent

When the authentication or authorization exchange conpl etes
successfully, the NAS application SHOULD start a session context. |If
the Result-Code of DI AMETER MJULTI ROUND AUTH is returned, the
exchange continues until a success or error is returned.

If accounting is active, the application MJST al so send an Accounti ng
message [BASE]. An Accounting-Record-Type of START_RECORD i s sent
for a new session. |If a session fails to start, the EVENT_RECORD
message is sent with the reason for the failure described.

Note that the return of an unsupportabl e Accounting-Realtinme-Required
val ue [BASE] would result in a failure to establish the session

2.2. Dianeter Session Reauthentication or Reauthorization
The Di aneter Base protocol allows users to be periodically
reaut henticated and/or reauthorized. |In such instances, the

Session-1d AVP in the AAR nessage MJUST be the sane as the one present
in the original authentication/authorization nessage.
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A Di aneter server inforns the NAS of the maximumtine all owed before
reaut hentication or reauthorization via the Authorization-Lifetine
AVP [ BASE]. A NAS MAY reauthenticate and/or reauthorize before the
end, but A NAS MJST reauthenticate and/or reauthorize at the end of
the period provided by the Authorization-Lifetime AVP. The failure
of a reauthentication exchange will terninate the service

Furthernmore, it is possible for Diameter servers to issue an
unsol i cited reaut henticati on and/or reauthorization request (e.g.
Re- Aut h- Request (RAR) nessage [BASE]) to the NAS. Upon receipt of
such a nmessage, the NAS MJUST respond to the request with a Re-Auth-
Answer (RAA) nessage [ BASE].

If the RAR properly identifies an active session, the NAS w ||
initiate a new | ocal reauthentication or authorization sequence as

i ndi cated by the Re-Aut h-Request-Type value. This will cause the NAS
to send a new AAR nessage using the existing Session-1d. The server
will respond with an AAA nessage to specify the new service

par anmeters

If accounting is active, every change of authentication or

aut hori zati on SHOULD generate an accounting nmessage. |If the NAS
service is a continuation of the prior user context, then an
Account i ng- Record- Type of | NTERI M RECORD i ndi cati ng the new session
attributes and cunul ative status would be appropriate. |If a new user
or a significant change in authorization is detected by the NAS, then
the service may send two nmessages of the types STOP_RECORD and
START_RECORD. Accounting may change the subsession identifiers
(Acct - Session-1D, or Acct-Sub-Session-Id) to indicate such sub-
sessions. A service nmay also use a different Session-ld value for
accounting (see [BASE] section 9.6).

However, the Dianeter Session-1D AVP value used for the initia
aut hori zati on exchange MJST be used to generate an STR nmessage when
the session context is term nated.

2.3. Dianeter Session Ternination

Wien a NAS receives an indication that a user’s session is being

di sconnected by the client (e.g., LCP Ternminate is received) or an
adm ni strative conmand, the NAS MJST i ssue a Session-Term nation-
Request (STR) [BASE] to its Dianeter Server. This will ensure that
any resources nmintained on the servers are freed appropriately.

Furthernmore, a NAS that receives an Abort- Sessi on- Request (ASR)

[ BASE] MUST issue an ASA if the session identified is active and
di sconnect the PPP (or tunneling) session

Cal houn, et al. St andards Track [ Page 8]



RFC 4005 Di aneter Network Access Server Application August 2005

Cal

If accounting is active, an Accounting STOP_RECORD nessage [ BASE]
MUST be sent upon ternination of the session context.

More informati on on Di aneter Session Ternmination is included in
[ BASE] sections 8.4 and 8.5.

NAS Messages
This section defines the D aneter nessage Command- Code [ BASE] val ues

that MJUST be supported by all Diameter inplenentations confornming to
this specification. The Conmand Codes are as foll ows:

Command- Nane Abbrev. Code Ref erence
AA- Request AAR 265 3.1
AA- Answer AAA 265 3.2
Re- Aut h- Request RAR 258 3.3
Re- Aut h- Answer RAA 258 3.4
Sessi on- Ter m nati on- Request STR 275 3.5
Sessi on- Ter m nat i on- Answer STA 275 3.6
Abort - Sessi on- Request ASR 274 3.7
Abort - Sessi on- Answer ASA 274 3.8
Account i ng- Request ACR 271 3.9
Account i ng- Answer ACA 271 3.10

AA- Request (AAR) Conmand

The AA-Request (AAR), which is indicated by setting the Comrand- Code
field to 265 and the "R bit in the Command Flags field, is used to
request authentication and/or authorization for a given NAS user.
The type of request is identified through the Auth-Request-Type AVP
[BASE]. The recomended val ue for nost RADIUS interoperabily
situations is AUTHORI ZE_AUTHENTI CATE.

If Authentication is requested, the User-Name attribute SHOULD be
present, as well as any additional authentication AVPs that woul d
carry the password information. A request for authorizati on SHOULD
only include the information fromwhich the authorization will be
performed, such as the User-Name, Called-Station-l1d, or Calling-
Station-1d AVPs. All requests SHOULD contain AVPs uni quely
identifying the source of the call, such as Oigin-Host and NAS-Port.
Certain networks MAY use different AVPs for authorization purposes.

A request for authorization will include some AVPs defined in section
6.

It is possible for a single session to be authorized first and then
for an authentication request to follow

houn, et al. St andards Track [ Page 9]
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Thi s AA- Request nessage MAY be the result of a nulti-round

aut henti cati on exchange,

whi ch occurs when the AA- Answer nessage is

received with the Result-Code AVP set to DI AVETER MULTI _ROUND_AUTH.

A subsequent AAR nessage SHOULD be sent,
i ncludes the user’s response to the pronpt,
State AVPs that were present

t hat

Message For mat
<AA- Request > :: =

Cal houn,

et al.

in the AAA nessage.

Di anet er Header:
Session-1d >
Aut h- Application-1d }
Ori gi n-Host 1}
Oigin-Realm}

Desti nati on- Real m}
Aut h- Request - Type }
Desti nati on- Host ]
NAS- I dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port ]

NAS- Port-1d ]

NAS- Port - Type ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Port-Limt ]

User - Nane ]

User - Passwor d |

Servi ce-Type ]

State ]

Aut hori zation-Lifetine ]
Aut h- Grace- Period ]
Aut h- Sessi on-State |
Cal | back- Nunber ]
Called-Station-1d ]
Calling-Station-1d ]
Oiginating-Line-Info ]
Connect-1nfo ]

CHAP- Aut h ]

CHAP- Chal | enge ]

Fr amed- Conpr essi on |
Framed-Interface-1d ]
Framed- | P- Addr ess ]
Framed- | Pv6- Prefix ]
Framed- | P- Net nask ]
Framed- MTU ]

Fr aned- Prot ocol ]
ARAP- Password ]

ARAP- Security ]

265, REQ PXY >

St andards Track

wi th the User-Password AVP
and MUST i ncl ude any
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ARAP- Security-Data ]
Logi n-1 P- Host ]

Logi n-1 Pv6- Host ]
Logi n- LAT- G oup ]
Logi n- LAT- Node ]
Logi n- LAT- Port ]
Logi n- LAT- Servi ce ]
Tunnel i ng ]
Proxy-1Info ]

Rout e- Record ]

AVP ]

E

*  F *
— — — — — — — — — — —

3.2. AA-Answer (AAA) Comand

The AA- Answer (AAA) nessage is indicated by setting the Comrand- Code
field to 265 and clearing the "R bit in the Command Flags field. It
is sent in response to the AA-Request (AAR) nessage. |If

aut hori zati on was requested, a successful response will include the
aut hori zati on AVPs appropriate for the service being provided, as
defined in section 6.

For authentication exchanges requiring nore than a single round trip,
the server MJUST set the Result-Code AVP to DI AVMETER MULTI ROUND AUTH.
An AAA nessage with this result code MAY include one Reply-Message or
nore and MAY include zero or one State AVPs.

I f the Reply-Message AVP was present, the network access server

SHOULD send the text to the user’s client to display to the user,

instructing the client to pronpt the user for a response. For

exanple, this capability can be achieved in PPP via PAP. |If the

access client is unable to pronpt the user for a new response, it

MJUST treat the AA-Answer (AAA) with the Reply-Message AVP as an error

and deny access.

Message For mat
<AA- Answer > :: Di anet er Header: 265, PXY >

Session-1d >

Aut h- Application-1d }

Aut h- Request - Type }

Resul t - Code }

Origi n-Host 1}

Oigin-Realm}

User - Nane ]

Servi ce-Type ]

d ass ]

Confi gurati on- Token ]

Acct-Interiminterval ]

* %
e el LT L I N
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[ Error-Message ]

[ Error-Reporting-Host ]
[ Failed-AVP ]

[ Idl e-Timeout ]

[ Authorization-Lifetinme ]
[ Auth-Gace-Period ]
[ Aut h-Session-State ]
[ Re- Aut h- Request - Type ]
[ Multi-Round-Tinme-Qut ]
[ Session-Tinmeout ]
[ State ]

[ Reply-Message ]

[ Oigin-AAA-Protocol ]
[ Oigin-State-1d ]
[ Filter-1d ]

[ Password-Retry ]
[ Port-Limt ]

[ Pronmpt ]

[ ARAP- Chal | enge- Response ]
[ ARAP- Feat ures ]

[ ARAP-Security ]

[ ARAP- Security-Data ]
[ ARAP- Zone- Access |
[ Callback-1d ]

[ Call back-Nunber ]
[ Framed- Appl et al k- Li nk ]

[ Framed- Appl et al k- Net wor k ]
[ Franmed- Appl et al k- Zone ]

[ Framed- Conpression |

[ Franmed-Interface-1d ]

[ Framed-| P- Address ]

[ Framed-1Pv6-Prefix ]

[ Framed- | Pv6- Pool ]

[ Framed-| Pv6- Route ]

[ Framed- | P- Net mask ]

[ Framed-Route ]

[ Framed- Pool ]

[ Framed- | PX- Net wor k ]

[ Framed- MIU ]

[ Franmed-Protocol ]

[ Franmed-Routing ]

[ Login-1P-Host ]

[ Login-1Pv6-Host ]

[ Login-LAT- G oup ]

[ Logi n- LAT- Node ]

[ Login-LAT-Port ]

[ Logi n-LAT-Service ]

[ Login-Service ]
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3.3. Re-Aut h- Request

[
[
[
[
[
[
[
[
[

Net wor k Access Server Application

Logi n- TCP- Port ]
NAS-Filter-Rule ]
QS-Filter-Rule ]

Tunnel i ng ]

Redi rect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti ne ]
Proxy-1Info ]

AVP ]

(RAR) Command

August 2005

A Dianmeter server nmay initiate a re-authentication and/or re-
aut hori zation service for a particular session by issuing a Re-Auth-
Request (RAR) nessage [ BASE].

For exanpl e,
originally authorized a session may need sone confirmation that the

user

is still

for pre-paid services,

usi ng the services.

If a NAS receives an RAR nessage with Session-1d equal

active session and a Re-Auth-Type that
MUST initiate a re-authentication toward the user,

supports this particular feature.

Message For mat

<RA- Request >

Cal houn,

et al.

Ll e L L Lo o L Lo L L L e W et Lt Lo WY

< Di anet er Header: 258, REQ PXY >
Session-1d >
Origi n-Host 1}
Oigin-Realm}
Desti nati on- Real m}
Desti nati on- Host }
Aut h- Application-1d }
Re- Aut h- Request - Type }
User - Nane |
Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port |
NAS- Port-1d ]
NAS- Port - Type ]
Servi ce-Type ]
Framed- | P- Address ]
Framed- | Pv6- Prefix |
Franmed-Interface-1d ]

St andards Track

the D aneter server that

to a currently
i ncl udes authentication, it
if the service
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Called-Station-1d ]
Calling-Station-1d ]
Oiginating-Line-Info ]
Acct-Session-1d ]
Acct-Mil ti-Session-1d ]
State ]

d ass ]

Repl y- Message |
Proxy-1Info ]

Rout e- Record ]

AVP ]

* X *
— — — — — — — — — — —

3.4. Re-Auth-Answer (RAA) Comand
The Re- Aut h- Answer (RAA) nmessage [BASE] is sent in response to the
RAR. The Result-Code AVP MUST be present and indicates the
di sposition of the request.
A successful RAA transacti on MIST be foll owed by an AAR nessage.

Message For mat

* X * % *
L L L Lo L L L e L e L e L L e e Lt T AN

<RA- Answer > D aneter Header: 258, PXY >
Session-1d >

Resul t - Code }

Ori gi n- Host '}
Oigin-Realm}

User - Nane ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]

Error- Message |

Error- Reporting- Host ]
Fai | ed- AVP ]

Redi r ect ed- Host ]

Redi r ect ed- Host - Usage |
Redi r ect ed- Host - Cache-Ti ne ]
Servi ce-Type ]

Confi guration- Token ]

I dl e- Ti meout ]

Aut hori zation-Lifetinme ]
Aut h- Grace- Period ]

Re- Aut h- Request - Type ]
State ]

d ass ]

Repl y- Message |

Pronpt ]

Proxy-1nfo ]

AVP ]
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3.5. Session-Terminatio

The Session-Term nati

Net wor k Access Server Application

n- Request (STR) Conmand

on- Request (STR) nessage [ BASE]

August 2005

is sent by the

NAS to informthe D aneter Server that an authenticated and/or

aut hori zed session is
Message For mat

<ST-Request> ::= <

* X *
L L e e b T P e e e I}

3.6. Session-Terminatio

The Session-Term nati

bei ng term nat ed.

D anet er Header:
Session-1d >
Ori gi n-Host '}
Oigin-Realm}
Desti nation-Real m}
Aut h- Application-1d }
Term nati on- Cause }

275, REQ PXY >

User - Nane ]
Desti nati on- Host |
d ass ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Proxy-1Info ]

Rout e- Record ]

AVP ]

n- Answer (STA) Comand

on- Answer (STA) nessage [ BASE]

is sent by the

D aneter Server to acknow edge the notification that the session has

been term nat ed.

The Result-Code AVP MJST be present and MAY contain

an indication that an error occurred while the STR was bei ng

servi ced.

Upon sendi ng or recei
al |

ving the STA, the Dianeter Server

resources for the session indicated by the Session-1d AVP.

MJST rel ease

Any

i nternmedi ate server in the Proxy-Chain MAY al so rel ease any

resources, if necessa
Message For mat

<ST- Answer> .=

e L e WY

Cal houn, et al.

ry.

D anet er Header:
Session-1d >
Resul t - Code }
Ori gi n-Host 1}
Oigin-Realm}
User - Nare ]

d ass ]

Error- Message |
Error- Reporting- Host ]

275, PXY >

St andards Track
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Fai | ed- AVP ]

Oi gi n- AAA- Prot ocol ]
Oigin-State-1d ]

Redi r ect - Host ]

Redi r ect - Host - Usase ]

Redi r ect - Max- Cache-Ti ne ]
Proxy-1nfo ]

AVP ]

*
— — — — — — — —

3.7. Abort-Session-Request (ASR) Command

The Abort- Session- Request (ASR) nessage [BASE] may be sent by any
server to the NAS providing session service, to request that the
session identified by the Session-1d be stopped.

Message For mat

<AS- Request> ::= < Dianeter Header: 274, REQ PXY >
Session-1d >

Ori gi n- Host '}
Oigin-Realm}

Desti nati on- Real m}
Desti nati on- Host }
Aut h- Application-1d }
User - Nane ]

Oi gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- I dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port |

NAS- Port-1d ]

NAS- Port - Type ]

Servi ce-Type ]

Framed- | P- Addr ess ]
Framed- | Pv6- Prefix ]
Franmed-Interface-1d ]
Called-Station-1d ]
Calling-Station-1d ]
Originating-Line-Info ]
Acct-Session-1d ]
Acct-Milti-Session-1d ]
State ]

d ass ]

Repl y- Message |
Proxy-1nfo ]

Rout e- Record ]

AVP ]

A e e e e e e e e e e e e e e e e e e e e e A A e A

* % ¥ ¥ X
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3.8. Abort-Session-Answer (ASA) Comand

3.

The ASA nmessage [BASE] is sent in response to the ASR The Result-
Code AVP MUST be present and indicates the disposition of the
request.

If the session identified by Session-1d in the ASR was successfully
term nated, Result-Code is set to DIAMETER SUCCESS. |If the session
is not currently active, Result-Code is set to

DI AVETER_UNKNOWN_SESSION I D. |If the access device does not stop the
session for any other reason, Result-Code is set to

DI AVETER_UNABLE_TO _COWPLY.

Message For mat

<AS- Answer > D aneter Header: 274, PXY >
Session-1d >

Resul t - Code }

Ori gi n-Host 1}
Oigin-Realm}

User - Nare ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]

St at e]

Error- Message |

Error- Reporting- Host ]

Fai | ed- AVP ]

Redi r ect ed- Host ]

Redi r ect ed- Host - Usage |

Redi r ect ed- Max- Cache-Ti ne ]
Proxy-1nfo ]

AVP ]

* %k * %

9. Accounting- Request (ACR) Command

The ACR nessage [BASE] is sent by the NAS to report its session
information to a target server downstream

Ei ther of Acct-Application-l1d or Vendor-Specific-Application-ld AVPs
MUST be present. If the Vendor-Specific-Application-1d grouped AVP
is present, it nust have an Acct-Application-ld inside.

The AVPs listed in the Base MJST be assuned to be present, as
appropriate. NAS service-specific accounting AVPs SHOULD be present
as described in section 8 and the rest of this specification.

Cal houn, et al. St andards Track [ Page 17]
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D anet er

Message For mat

<AC- Request > :: =

Cal houn,

et al.

<
{
{
{
{
{
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Net wor k Access Server Application

< Di anet er Header: 271, REQ PXY >
Session-1d >
Ori gi n-Host '}
Oigin-Realm}
Desti nation-Real m}
Account i ng- Record- Type }
Account i ng- Recor d- Nunber }
Acct-Application-1d ]
Vendor - Speci fic-Application-1d ]
User - Nane ]
Account i ng- Sub- Session-1d ]
Acct - Session-1d ]
Acct-Mil ti-Session-1d ]
Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Desti nati on- Host ]
Event - Ti nest anp |
Acct - Del ay-Ti ne ]
NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port |
NAS- Port-1d ]
NAS- Port - Type ]
d ass ]
Servi ce-Type ]
Ter m nati on- Cause ]
Accounting-Input-Cctets ]
Account i ng- | nput - Packet s ]
Accounti ng- Qut put-Cctets ]
Account i ng- Qut put - Packet s ]
Acct - Aut henti c ]
Account i ng- Aut h- Met hod ]
Acct - Li nk- Count ]
Acct - Sessi on-Ti ne ]
Acct - Tunnel - Connecti on ]
Acct - Tunnel - Packet s- Lost ]
Cal | back-1d ]
Cal | back- Number ]
Called-Station-1d ]
Calling-Station-1d ]
Connection-Info ]
Oiginating-Line-Info ]
Aut hori zation-Lifetinme ]
Sessi on- Ti meout ]
I dl e- Ti meout ]

St andards Track

August 2005
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[ Port-Limt ]

[ Accounting-Real ti ne-Required ]
[ Acct-Interiminterval ]
[ Filter-1d ]

[ NAS-Filter-Rule ]

[ Qos-Filter-Rule ]

[ Framed- Appl eTal k- Li nk ]
[ Framed- Appl eTal k- Net wor k ]
[ Framed- Appl eTal k- Zone ]
[ Framed- Conpression |

[ Framed-Interface-1d ]

[ Framed-| P- Address ]

[ Framed- | P- Net nask ]

[ Framed-1Pv6-Prefix ]

[ Framed-| Pv6- Pool ]

[ Framed-| Pv6- Route ]

[ Framed- | PX- Net work ]

[ Framed- MIU ]

[ Framed- Pool ]

[ Framed-Protocol ]

[ Framed-Route ]

[ Franmed-Routing ]

[ Login-1P-Host ]

[ Login-1Pv6-Host ]

[ Login-LAT- G oup ]

[ Logi n- LAT- Node ]

[ Logi n-LAT-Port ]

[ Logi n- LAT- Service ]

[ Login-Service ]

[ Logi n-TCP-Port ]

[ Tunneling ]

[ Proxy-Info ]

[ Route-Record ]

[ AVP ]

* F * *

3.10. Accounting-Answer (ACA) Conmand

The ACA nessage [BASE] is used to acknow edge an Accounti ng- Request
command. The Accounting- Answer comand contains the same Session-Id

as the Request. |If the Accounting-Request was protected by end-to-
end security, then the correspondi ng ACA nessage MJST be protected as
wel | .

Only the target Dianeter Server or honme Di aneter Server SHOULD
respond with the Accounting- Answer conmand.

Ei ther Acct-Application-ld or Vendor-Specific-Application-l1d AVPs
MUST be present, as it was in the request.

Cal houn, et al. St andards Track [ Page 19]
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4.

The AVPs listed in the Base MJST be assuned to be present, as

appropriate. NAS service-specific accounting AVPs SHOULD be present

as described in section 8 and the rest of this specification.

Message For mat
<AC- Answer> :: = Di anet er Header: 271, PXY >

Session-1d >

Resul t - Code }

Ori gi n-Host '}

Oigin-Realm}

Account i ng- Record- Type }

Account i ng- Recor d- Nunber }

Acct-Application-1d ]

Vendor - Speci fic-Application-1d ]

User - Nane ]

Account i ng- Sub- Session-1d ]

Acct-Session-1d ]

Acct-Milti-Session-1d ]

Event - Ti nest anp |

Error- Message |

Error- Reporting- Host ]

Fai | ed- AVP ]

Ori gi n- AAA- Prot ocol ]

Oigin-State-1d ]

NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]

NAS- Port |

NAS-Port-1d ]

NAS- Port - Type ]

Servi ce-Type ]

Ter m nati on- Cause ]

Account i ng- Real ti me- Required ]

Acct-Interiminterval |

d ass ]

Proxy-1nfo ]

Rout e- Record ]

AVP ]

* Ok F F

NAS Sessi on AVPs

D aneter reserves the AVP Codes 0 - 255 for RADIUS functions that are
i mpl emented in Dianeter.

AVPs new to Di aneter have code val ues of 256 and greater. A Dianeter
message that includes one of these AVPs may represent functions not
present in the RADI US environment and may cause interoperability
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i ssues, should the request traverse an AAA systemthat only supports
t he RADI US protocol.

Some RADIUS attributes are not allowed or supported directly in
Di aneter. See section 9 for nore information.

4.1. Call and Session Information

This section contains the AVPs specific to NAS Di aneter applications
that are needed to identify the call and session context and status
information. On a request, this information allows the server to
qual i fy the session.

These AVPs are used in addition to the Base AVPs of:

Session-1d

Aut h- Appl i cation-1d
Ori gi n- Host
Oigin-Real m

Aut h- Request - Type
Ter m nati on- Cause

The follow ng tabl e describes the session |evel AVPs; their AVP Code
val ues, types, and possible flag val ues; and whet her the AVP MAY be
encrypt ed.

e +
| AVP Fl ag rul es |
|[----+----- [ —_— - -+

AVP Section | | | SHLD| MUST]| |

Attribute Nanme Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |

----------------------------------------- I S ek ST I

NAS- Por t 5 4.2 Unsigned32 | M | P | | V | Y |

NAS- Port-1d 87 4.3 UTF8String | M | P | | V | Y |

NAS- Port - Type 61 4.4 Enunerated | M | P | | V | Y |

Called-Station-1d 30 4.5 UTF8String | M | P | | V | Y |

Calling-Station- 31 4.6 UTF8String | M | P | | V | Y |

Id | | | | | |
Connect-1nfo 77 4.7 UTF8String | M | P | | V | Y |
Originating-Line- 94 4.8 Cctet String| | MP | | V | Y |

Info | | | | | |
Repl y- Message 18 4.9 UTF8String | M | P | | V | Y |
----------------------------------------- I R e ST I
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4.2. NAS-Port AVP

The NAS-Port AVP (AVP Code 5) is of type Unsigned32 and contains the
physical or virtual port number of the NAS which is authenticating
the user. Note that "port" is neant in its sense as a service
connection on the NAS, not as an IP protocol identifier.

Ei ther NAS-Port or NAS-Port-Id (AVP Code 87) SHOULD be present in
AA- Request (AAR) commands if the NAS differentiates anbng its ports.

4.3. NAS-Port-1d AVP

The NAS-Port-1d AVP (AVP Code 87) is of type UTF8String and consists
of ASCI| text identifying the port of the NAS authenticating the
user. Note that "port" is nmeant in its sense as a service connection
on the NAS, not as an I P protocol identifier.

Ei ther NAS-Port or NAS-Port-l1d SHOULD be present in AA-Request (AAR)
commands if the NAS differentiates anong its ports. NAS-Port-1d is
i ntended for use by NASes that cannot conveniently nunber their
ports.

4.4. NAS-Port-Type AVP

The NAS- Port-Type AVP (AVP Code 61) is of type Enunerated and
contains the type of the port on which the NAS is authenticating the
user. This AVP SHOULD be present if the NAS uses the same NAS-Port
nunber ranges for different service types concurrently.

The supported val ues are defined in [ RADI USTypes]. The follow ng
list is informati onal and subject to change by the | ANA

0 Async
1 Sync
2 I SDN Sync
3 | SDN Async V. 120
4 | SDN Async V. 110
5 Virtual
6 Pl AFS
7 HDLC d ear Channel
8 X 25
9 X775
10 G 3 Fax
11 SDSL - Symmetric DSL
12  ADSL-CAP - Asynmetric DSL, Carrierless Anplitude Phase
Modul at i on
13 ADSL-DMTI - Asymmetric DSL, Discrete Milti-Tone
14 IDSL - | SDN Digital Subscriber Line
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15 Et her net

16 xDSL - Digital Subscriber Line of unknown type
17 Cabl e

18 Wreless - Oher

19 Wreless - | EEE 802. 11
20 Token- Ri ng [ RAD802. 1X]
21 FDDI [ RAD802. 1X]
22 Wreless - CDVA2000

23 Wreless - UMIS

24 Wreless - 1X-EV

25 | APP [ 1 EEE 802. 11f]

4.5, Called-Station-1d AVP

The Called-Station-1d AVP (AVP Code 30) is of type UTF8String and
allows the NAS to send the ASCI| string describing the layer 2
address the user contacted in the request. For dialup access, this
can be a phone nunber obtained by using Dialed Nunber Identification
(DNI'S) or a simlar technology. Note that this nmay be different from
t he phone nunber the call comes in on. For use with | EEE 802 access,
the Called-Station-1d MAY contain a MAC address formatted as
described in [RAD802.1X]. It SHOULD only be present in

aut henti cation and/or authorization requests.

If the Auth-Request-Type AVP is set to authorization-only and the
User- Name AVP is absent, the Dianeter Server MAY perform

aut hori zati on based on this field. This can be used by a NAS to
request whether a call should be answered based on the DN S.

The codification of this field s allowed usage range is outside the
scope of this specification.

4.6. Calling-Station-1d AVP

The Calling-Station-1d AVP (AVP Code 31) is of type UTF8String and
allows the NAS to send the ASCI| string describing the |layer 2
address from whi ch the user connected in the request. For dialup
access, this is the phone nunber the call canme from using Automatic
Nunber Identification (ANl) or a similar technology. For use with

| EEE 802 access, the Calling-Station-1d AVP MAY contain a MAC
address, formated as described in [RAD802.1X]. It SHOULD only be
present in authentication and/or authorization requests.

If the Auth-Request-Type AVP is set to authorization-only and the
User-Name AVP is absent, the Dianeter Server MAY perform

aut hori zati on based on this field. This can be used by a NAS to
request whether a call should be answered based on the | ayer 2
address (ANI, MAC Address, etc.)
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The codification of this field s allowed usage range is outside the
scope of this specification

4.7. Connect-Info AVP

The Connect-1nfo AVP (AVP Code 77) is of type UTF8String and is sent
in the AA-Request nessage or ACR STOP nessage. Wien sent in the
Access- Request, it indicates the nature of the user’s connection

The connection speed SHOULD be included at the beginning of the first
Connect-Info AVP in the nmessage. |If the transnit and receive
connection speeds differ, both may be included in the first AVP with
the transnmt speed listed first (the speed the NAS nodemtransnits
at), then a slash (/), then the receive speed, and then other
optional infornmation.

For exanple: "28800 V42BI S/ LAPM' or "52000/31200 V90"

More than one Connect-Info attribute nay be present in an
Account i ng- Request packet to accommpdat e expected efforts by the | TU
to have nodens report nore connection information in a standard
format that might exceed 252 octets.

If sent in the ACR STOP, this attribute may summari ze statistics
relating to session quality. For exanple, in | EEE 802.11, the
Connect-Info attribute may contain informati on on the nunber of |ink
| ayer retransm ssions. The exact format of this attribute is

i mpl erent ati on specific.

4.8. Oiginating-Line-Info AVP

The Originating-Line-Info AVP (AVP Code 94) is of type CctetString
and is sent by the NAS systemto convey information about the origin
of the call froman SS7 system

The originating line information (OLlI) elenent indicates the nature
and/ or characteristics of the line fromwhich a call originated
(e.g., pay phone, hotel, cellular). Tel ephone conpanies are starting
to offer OLI to their custoners as an option over Prinary Rate
Interface (PRI). Internet Service Providers (ISPs) can use QLI in
addition to Called-Station-1d and Calling-Station-1d attributes to
differentiate custoner calls and to define different services

The Value field contains two octets (00 - 99). ANSI T1.113 and
BELLCORE 394 can be used for additional information about these
val ues and their use. For nore information on current assignnent
val ues, see [AN Types].
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Val ue Description
00 Plain A d Tel ephone Service (POTS)
01 Multiparty Line (nore than 2)
02 ANl Failure
03 ANl Qbserved
04 ONI oserved
05 ANl Failure Qbserved
06 Station Level Rating
07 Speci al Operator Handling Required
08 I nt er LATA Restricted
10 Test Call
20 Automatic ldentified Qutward Dialing (Al QD)
23 Coi n or Non-Coin
24 Toll Free Service (Non-Pay Oigination)
25 Toll Free Service (Pay Origination)
27 Toll Free Service (Coin Control Oigination)

29 Prison/Inmate Service
30-32 Intercept

30 I ntercept (Bl ank)

31 Intercept (Trouble)
32 I ntercept (Regul ar)

34 Tel co Operator Handl ed Call

40-49 Unrestricted Use

52 Qutward Wde Area Tel ecomuni cations Service (OQUTWATS)
60 Tel econmuni cati ons Rel ay Service (TRS)(Unrestricted)
61 Cellular/Wreless PCS (Type 1)

62 Cellular/Wreless PCS (Type 2)

63 Cellular/ Wrel ess PCS (Roam ng)

66 TRS (Hotel)

67 TRS (Restricted)

70 Pay Station, No Coin Control

93 Access for Private Virtual Network Service

4.9. Reply-Mssage AVP

The Reply-Message AVP (AVP Code 18) is of type UTF8String and
contains text that MAY be displayed to the user. Wen used in an
AA- Answer nessage with a successful Result-Code AVP, it indicates
success. Wen found in an AAA nessage with a Result-Code other than
DI AVMETER_SUCCESS, the AVP contains a failure nessage.

The Reply-Message AVP MAY indicate dialog text to pronpt the user
bef ore anot her AA-Request attenpt. Wen used in an AA-Answer with a
Resul t - Code of DI AMETER_MJULTI _ROUND_AUTH or in an Re- Aut h- Request
message, it MAY contain a dialog text to pronpt the user for a
response.
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Mul tipl e Reply-Messages MAY be included, and if any are displ ayed,
they MJUST be displayed in the same order as they appear in the
D anet er nmessage.

5. NAS Aut henti cati on AVPs

This section defines the AVPs necessary to carry the authentication
information in the Dianmeter protocol. The functionality defined here
provides a RADI US-1i ke AAA service over a nore reliable and secure
transport, as defined in the base protocol [BASE].

The followi ng tabl e describes the AVPs; their AVP Code val ues, types,
and possible flag val ues, and whet her the AVP MAY be encrypted.

AVP Section | | SHLD| MUST] |
Attribute Nanme Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |

----------------------------------------- e e el Iy
User - Passwor d 2 5.1 CctetStringl M | P | | V | Y |
Password- Retry 75 5.2 Unsigned32 | M | P | | V | Y |
Pr onpt 76 5.3 Enunerated | M | P | | V | Y |
CHAP- Aut h 402 5.4 G ouped | M | P | | V | Y |
CHAP- Al gorithm 403 5.5 Enunerated | M | P | | V | Y |
CHAP- | dent 404 5.6 CctetStringl M | P | | V | Y |
CHAP- Response 405 5.7 CctetStringl M | P | | V | Y |
CHAP- Chal | enge 60 5.8 CctetStringl M | P | | V | Y |
ARAP- Passwor d 70 5.9 CctetStringl M | P | | V | Y |
ARAP- Chal | enge- 84 5.10 CctetStringl M | P | | V | Y |

Response | | | | | |
ARAP- Security 73 5.11 Unsigned32 | M | P | | V | Y |
ARAP- Security- 74 5.12 CctetStringl M | P | | V | Y |

Dat a | | | | | |
----------------------------------------- I R S I

5.1. User-Password AVP

The User-Password AVP (AVP Code 2) is of type COctetString and
contains the password of the user to be authenticated, or the user’s
input in a multi-round authenticati on exchange.

The User-Password AVP contains a user password or one-tine password
and therefore represents sensitive information. As required in

[ BASE], Di aneter nessages are encrypted by using | Psec or TLS.

Unl ess this AVP is used for one-tine passwords, the User-Password AVP
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SHOULD NOT be used in untrusted proxy environnents w thout encrypting
it by using end-to-end security techni ques, such as the proposed CM5
Security [ D anCVg] .

The cl ear-text password (prior to encryption) MJST NOT be |onger than
128 bytes in | ength.

5.2. Password-Retry AVP

The Password-Retry AVP (AVP Code 75) is of type Unsigned32 and MAY be
included in the AA-Answer if the Result-Code indicates an
authentication failure. The value of this AVP indi cates how nmany
authentication attenpts a user is permitted before being

di sconnected. This AVP is primarily intended for use when the
Framed- Prot ocol AVP (see section 6.10.1) is set to ARAP

5.3. Pronmpt AVP

The Pronpt AVP (AVP Code 76) is of type Enumerated and MAY be present
in the AA- Answer nessage. Wien present, it is used by the NAS to

det ermi ne whether the user’s response, when entered, should be
echoed.

The supported values are listed in [ RADI USTypes]. The followi ng |ist
is informational

0 No Echo
1 Echo

5.4. CHAP- Auth AVP

The CHAP- Auth AVP (AVP Code 402) is of type Grouped and contains the
i nformati on necessary to authenticate a user using the PPP

Chal | enge- Handshake Aut hentication Protocol (CHAP) [PPPCHAP]. |If the
CHAP- Auth AVP is found in a nessage, the CHAP-Chall enge AVP MJST be
present as well. The optional AVPs containing the CHAP response

depend upon the value of the CHAP-Al gorithm AVP. The grouped AVP has
the foll owi ng ABNF granmar:

CHAP- Auth ::= AVP Header: 402 >
CHAP- Al gorithm }
CHAP- | dent }

CHAP- Response ]
AVP ]

e s A
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5.5. CHAP- Al gorithm AVP

The CHAP- Al gorithm AVP (AVP Code 403) is of type Enunerated and
contains the algorithmidentifier used in the conputation of the CHAP
response [ PPPCHAP]. The follow ng values are currently supported:

CHAP with MD5 5
The CHAP response is conmputed by using the procedure described
in [PPPCHAP]. This algorithmrequires that the CHAP-Response
AVP MJST be present in the CHAP- Auth AVP

5.6. CHAP-Ildent AVP

The CHAP-1dent AVP (AVP Code 404) is of type CctetString and contains
the 1 octet CHAP Identifier used in the conputation of the CHAP
response [ PPPCHAP] .

5.7. CHAP- Response AVP

The CHAP- Response AVP (AVP Code 405) is of type OctetString and
contains the 16 octet authentication data provided by the user in
response to the CHAP chal | enge [ PPPCHAP] .

5.8. CHAP- Chal | enge AVP

The CHAP- Chal | enge AVP (AVP Code 60) is of type OctetString and
contai ns the CHAP Chal |l enge sent by the NAS to the CHAP peer
[ PPPCHAP] .

5.9. ARAP- Password AVP

The ARAP- Password AVP (AVP Code 70) is of type CctetString and is
only present when the Framed-Protocol AVP (see section 6.10.1) is
included in the message and is set to ARAP. This AVP MJST NOT be
present if either the User-Password or the CHAP-Auth AVP is present.
See [ RADI USExt] for nore information on the contents of this AVP

5.10. ARAP-Chal | enge- Response AVP

The ARAP- Chal | enge- Response AVP (AVP Code 84) is of type OctetString
and is only present when the Franed-Protocol AVP (see section 6.10.1)
is included in the nessage and is set to ARAP. This AVP contains an
8 octet response to the dial-in client’'s challenge. The RADI US
server calculates this value by taking the dial-in client’'s challenge
fromthe high-order 8 octets of the ARAP-Password AVP and perform ng
DES encryption on this value with the authenticating user’s password
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as the key. |If the user’s password is fewer than 8 octets in | ength,
the password is padded at the end with NULL octets to a length of 8
before it is used as a key.

5.11. ARAP-Security AVP

The ARAP-Security AVP (AVP Code 73) is of type Unsigned32 and MAY be
present in the AA-Answer nessage if the Framed-Protocol AVP (see
section 6.10.1) is set to the value of ARAP, and the Result-Code AVP
is set to DI AMETER MIULTI _ROUND_AUTH. See [ RADI USExt] for nore
information on the format of this AVP.

5.12. ARAP-Security-Data AVP

The ARAP-Security AVP (AVP Code 74) is of type CctetString and MAY be
present in the AA-Request or AA-Answer nessage if the Franed-Protocol
AVP is set to the value of ARAP, and the Result-Code AVP is set to

DI AVETER_MULTI _ROUND AUTH. This AVP contains the security nodul e
chal | enge or response associated with the ARAP Security Mdul e
specified in ARAP-Security.

6. NAS Aut hori zati on AVPs

This section contains the authorization AVPs supported in the NAS
Application. The Service-Type AVP SHOULD be present in all nessages,
and, based on its value, additional AVPs defined in this section and
in section 7 MAY be present.

Due to space constraints, the short-formIPFltrRule is used to
represent IPFilterRule, and QoSFItrRule is used for QoSFilterRule.

Fom e e e ek +
| AVP Flag rules |
|----+ ----- [ R - |----+

AVP Section | | | SHLD| MUST] |

Attribute Name Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |

----------------------------------------- I R e ST I

Servi ce- Type 6 6.1 Enunerated | M | P | | V | Y |

Cal | back- Nunber 19 6.2 UTF8String | M | P | | V | Y |

Cal | back-1d 20 6.3 UTF8String | M | P | | V | Y |

| dl e- Ti meout 28 6.4 Unsigned32 | M | P | | V | Y |

Port-Limt 62 6.5 Unsigned32 | M | P | | V | Y |

NAS-Filter-Rule 400 6.6 IPFItrRule | M | P | | V | Y |

Filter-Id 11 6.7 UTF8String | M | P | | V | Y |

Confi gurati on- 78 6.8 CctetString] M| | | P,V | |

Token | | | | | |

QS-Filter-Rule 407 6.9 QoSFl tr Rul ¢ | | | | |

Fr amed- Pr ot ocol 7 6.10.1 Enunerated | M | P | | V | Y |
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Fr anmed- Rout i ng 10 6.10.2 Enunerated | M | P | | V | Y
Fr amed- MTU 12 6.10.3 Unsigned32 | M | P | | VvV | Y
Fr amed- 13 6.10.4 Enunerated | M | P | | VvV | Y

Conpr essi on | | | | | |
Framed-1 P-Address 8 6.11.1 OctetStringl M | P | | V | Y
Framed-|1 P-Netmask 9 6.11.2 OCctetStringl M | P | | VvV | Y
Fr amed- Rout e 22 6.11.3 UIF8String | M | P | | V | Y
Fr amed- Pool 88 6.11.4 OCctetStringl M | P | | VvV | Y
Fr amed- 96 6.11.5 Unsignedéd | M | P | | VvV | Y

Interface-Id | | | | | |
Fr anmed- | Pv6- 97 6.11.6 CctetStringl M | P | | V | Y

Prefix | | | | | |
Fr amed- | Pv6- 99 6.11.7 UIF8String | M | P | | V | Y

Rout e | | | | | |
Framed- | Pv6- Pool 100 6.11.8 OCctetStringl M | P | | V | Y
Framed- | PX- 23 6.12.1 UTF8String | M | P | | V | Y

Net wor k | | | | | |
Framed- Appl etal k- 37 6.13.1 Unsigned32 | M | P | | VvV | Y

Li nk | | | | | |
Framed- Appl etal k- 38 6.13.2 Unsigned32 | M | P | | VvV | Y

Net wor k | | | | | |
Framed- Appl etal k- 39 6.13.3 OctetString|l M | P | | V | Y

Zone | | | | | |
ARAP- Feat ur es 71 6.14.1 OCctetStringl M | P | | VvV | Y
ARAP- Zone- Access 72 6.14.2 Enunmerated | M | P | | V | Y
Logi n- | P- Host 14 6.15.1 OCctetStringl M | P | | VvV | Y
Logi n- | Pv6- Host 98 6.15.2 CctetStringl M | P | | V | Y
Logi n- Servi ce 15 6.15.3 Enunerated | M | P | | V | Y
Logi n- TCP- Port 16 6.16.1 Unsigned32 | M | P | | V | Y
Logi n- LAT-Service 34 6.17.1 OCctetStringl M | P | | VvV | Y
Logi n- LAT- Node 35 6.17.2 CctetStringl M | P | | V | Y
Logi n-LAT-Group 36 6.17.3 OCctetStringl M | P | | VvV | Y
Logi n- LAT- Por t 63 6.17.4 OCctetStringl M | P | | VvV | Y
----------------------------------------- |----+-----+----+-----|----|

.1. Service-Type AVP

The Service-Type AVP (AVP Code 6) is of type Enunerated and contains
the type of service the user has requested or the type of service to
be provided. One such AVP MAY be present in an authentication and/or
aut hori zati on request or response. A NAS is not required to

i mpl enent all of these service types. It MJST treat unknown or
unsupported Service-Types received in a response as a failure and end
the session with a DI AVETER | NVALI D_AVP_VALUE Resul t - Code.

When used in a request, the Service-Type AVP SHOULD be considered a
hint to the server that the NAS believes the user would prefer the
kind of service indicated. The server is not required to honor the
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hint. Furthernore, if the service specified by the server is
supported, but not conpatible with the current node of access, the
NAS MUST fail to start the session. The NAS MJST al so generate the
appropriate error message(s).

The foll owi ng val ues have been defined for the Service-Type AVP. The
complete list of defined values can be found in [ RAD US] and
[ RADI USTypes]. The following list is informational

Logi n

Fr amed

Cal | back Login

Cal | back Franed

Qut bound

Admi ni strative

NAS Pr onpt

Aut henticate Only

Cal | back NAS Pronpt

10 Call Check

11 Call back Adninistrative

12 Voice

13 Fax

14 Mbdem Rel ay

15 | APP- Regi ster [ EEE 802. 11f]
16 | APP- AP- Check [ I EEE 802. 11f]
17 Authorize Only [ RADDynAut h]

Co~NOUR~WNE

The follow ng values are further qualified:

Logi n 1
The user should be connected to a host. The nessage MAY
i nclude additional AVPs defined in sections 6.16 or 6.17.

Fr amed 2
A Framed Protocol, such as PPP or SLIP, should be started for
the User. The nessage MAY include additional AVPs defined in
section 6.10, or section 7 for tunneling services.

Cal | back Login 3
The user shoul d be di sconnected and cal | ed back, then connected
to a host. The nessage MAY include additional AVPs defined in
this section.

Cal | back Franed 4
The user should be discon