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1. Introduction
The PKCS #12 format  is widely used for the interoperable transfer of certificate, key,
and other miscellaneous secrets between machines, applications, browsers, etc. Unfortunately, 

 mandates the use of a PKCS #12 specific password-based key derivation function that
only allows for change of the underlying message digest function.

2. Rationale
Due to security concerns with the key derivation function from  and the much higher
extensibility of PBMAC1 , we propose the use of PBMAC1 for integrity protection of
PKCS #12 structures. The new syntax is designed to allow legacy applications to still be able to
decrypt the key material, even if they are unable to interpret the new integrity protection,
provided that they can ignore failures in Message Authentication Code (MAC) verification. This
change allows for the use of PBKDF2  or scrypt PBKDFs  for derivation of
MAC keys and future extensibility. Use of the extensible PBMAC1 mechanism also allows for
greater flexibility and alignment with different government regulations, for example, in
environments where PBKDF2 is the only allowed password-based key derivation function.

As the recommended methods for key protection require both encryption and integrity
protection, we decided to amend the PKCS #12 format to support different key derivation
functions rather than extending the PKCS #5 format by a new field that allows integrity
protection.

We included an ASN.1 module  that can be combined with the
ASN.1 modules in  and  to incorporate additional MAC algorithms.

3. Requirements Language
The key words " ", " ", " ", " ", " ", " ", "

", " ", " ", " ", and " " in this document are to
be interpreted as described in BCP 14  when, and only when, they appear in
all capitals, as shown here.

[RFC7292]

[RFC7292]

1.1. Changes since RFC 9579
This document changes the specified format of the password passed to the key derivation
function. Previously, it was a BMPString, but now it's declared as a UTF8String. It should be
noted that the test vectors attached to  use UTF8String encoding. This resolves 

.
[RFC9579]

[Err7974]

[RFC7292]
[RFC8018]

[RFC8018] [RFC7914]

[x680] [x681] [x682] [x683] [x690]
[RFC7292] [RFC8018]

MUST MUST NOT REQUIRED SHALL SHALL NOT SHOULD SHOULD
NOT RECOMMENDED NOT RECOMMENDED MAY OPTIONAL

[RFC2119] [RFC8174]
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4. Embedding PBMAC1 in PKCS #12
The MacData structure in the PFX object, as described in item #3 in , is
updated to include the following PBMAC1-specific guidance:

The id-PBMAC1 object identifier is permitted as a valid type for the
DigestAlgorithmIdentifier inside the DigestInfo object. If the algorithm field of the
DigestAlgorithmIdentifier is id-PBMAC1, then the parameters field  be present
and have a value consistent with PBMAC1-params parameters. 
If the PBMAC1 algorithm is used, the digest value of the DigestInfo object  be
the result of the PBMAC1 calculation over the authSafe field using the PBMAC1-
params parameters. 
If the PBMAC1 algorithm is used, the macSalt value  be ignored. For
backwards compatibility, it  be empty. 
If the PBMAC1 algorithm is used, the iterations value  be ignored. For
backwards compatibility, it  have a non-zero positive value. 

5. Recommended Parameters
To provide interoperability between different implementations, all implementations of this
specification  support the PBKDF2 key derivation function paired with SHA-256 HMAC 

 for both integrity check and the PBKDF2 pseudorandom function (PRF). It's 
 for implementations to support other SHA-2-based HMACs. Implementations 

 use other hash functions, like the SHA-3 family of hash functions . Implementations 
 use other KDF methods, like the scrypt PBKDF .

The length of the key generated by the used KDF  be encoded explicitly in the parameters
field and  be the same size as the HMAC function output size. This means that PBMAC1-
params specifying SHA-256 HMAC should also include KDF parameters that generate a 32-octet
key. In particular, when using the PBKDF2, implementations  include the keyLength field in
the encoded PBKDF2-params. Implementations  accept PBKDF2 KDF with PBKDF2-
params that omit the keyLength field.

6. Password Encoding
As documented in , the handling of password encoding in the
underlying standards is underspecified. However, unlike with Password-Based Encryption
Scheme 1 (PBES1)  when used in the context of PKCS #12 or the MAC algorithm
described in  (which use BMPString with NULL termination), all passwords used with
PBMAC1  be created from UTF-8 encoding  without a NULL terminator or Byte
Order Mark (BOM).

Section 4 of [RFC7292]

a. 

MUST

b. MUST

c. MUST
SHOULD NOT

d. MUST
SHOULD

MUST
[SHA2] [RFC2104]
RECOMMENDED
MAY [SHA3]
MAY [RFC7914]

MUST
SHOULD

MUST
MUST NOT

Appendix B.1 of [RFC7292]

[RFC8018]
[RFC7292]

MUST [RFC3629]
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[RFC2104]

7. Deprecated Algorithms
While attacks against SHA-1 HMACs are not considered practical  to limit the number
of algorithms needed for interoperability, implementations of this specification  use
PBKDF2 with the SHA-1 HMAC. In addition, implementations  use any other message
digest functions with an output of 160 bits or less.

10. References

10.1. Normative References

, , and , 
, , , February 1997, 

. 

[RFC6194]
SHOULD NOT

MUST NOT

8. IANA Considerations
IANA has registered the following object identifier in the "SMI Security for S/MIME Module
Identifier (1.2.840.113549.1.9.16.0)" registry. See Appendix B for the ASN.1 module.

IANA has updated the reference to point to this document.

Decimal Description Reference

76 id-pkcs12-pbmac1-2023 RFC 9879

Table 1

9. Security Considerations
Except for the use of different key derivation functions, this document doesn't change how the
integrity protection on PKCS #12 objects is computed; therefore, all the security considerations
from  apply.

Use of PBMAC1 and PBKDF2 is unchanged from ; therefore, all the security
considerations from  apply.

The KDFs generally don't have a lower limit for the generated key size, allowing the specification
of very small key sizes (of 1 octet), which can facilitate brute-force attacks on the HMAC. Since
the KDF parameters are not cryptographically protected and HMACs accept arbitrary key sizes,
implementations  refuse to process KDF parameters that specify small key output sizes or
weak parameters. It's  to reject any KDF parameters that specify key lengths less
than 20 octets.

[RFC7292]

[RFC8018]
[RFC8018]

MAY
RECOMMENDED

Krawczyk, H. Bellare, M. R. Canetti "HMAC: Keyed-Hashing for Message
Authentication" RFC 2104 DOI 10.17487/RFC2104 <https://
www.rfc-editor.org/info/rfc2104>
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[RFC2119]

[RFC3629]

[RFC6194]

[RFC7292]

[RFC8018]

[RFC8174]

[SHA2]

[x680]

[x681]

[x682]

[x683]

[x690]

, , , 
, , March 1997, 
. 

, , , , 
, November 2003, 

. 

, , , and , 
, , , 

March 2011, . 

, , , , and , 
, , , 

July 2014, . 

, , and , 
, , , 

January 2017, . 

, , 
, , , May 2017, 

. 

, , , 
, August 2015, . 

, 
, , 

, February 2021, . 

, 
, , 

, February 2021, . 

, 
, , , 

February 2021, . 

, 
, , 

, February 2021, . 

, 

, , , 
February 2021, . 
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[RFC9579]
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Appendix A. Test Vectors
All test vectors use "1234" as the password for both encryption and integrity protection.

A.1. Valid PKCS #12 File with SHA-256 HMAC and PRF
The following base64-encoded PKCS #12 file  be readable by implementations following
this RFC.

MUST
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A.2. Valid PKCS #12 File with SHA-256 HMAC and SHA-512 PRF
The following base64-encoded PKCS #12 file  be readable by implementations following
this RFC.
SHOULD
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A.3. Valid PKCS #12 File with SHA-512 HMAC and PRF
The following base64-encoded PKCS #12 file  be readable by implementations following
this RFC.
SHOULD
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A.4. Invalid PKCS #12 File with Incorrect Iteration Count
The following base64-encoded PKCS #12 file  be readable by an implementation
following this RFC when it is verifying integrity protection.
MUST NOT

MIIKiwIBAzCCCgUGCSqGSIb3DQEHAaCCCfYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAgEAMIIESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCkGCSqG
SIb3DQEFDDAcBAg9pxXxY2yscwICCAAwDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASoEEK7yYaFQDi1pYwWzm9F/fs+AggPgFIT2XapyaFgDppdvLkdvaF3HXw+zjzKb
7xFC76DtVPhVTWVHD+kIss+jsj+XyvMwY0aCuAhAG/Dig+vzWomnsqB5ssw5/kTb
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A.5. Invalid PKCS #12 File with Incorrect Salt
The following base64-encoded PKCS #12 file  be readable by an implementation
following this RFC when it is verifying integrity protection.

MUST NOT
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A.6. Invalid PKCS #12 File with Missing Key Length
The following base64-encoded PKCS #12 file  be readable by an implementation
following this RFC when it is verifying integrity protection.

7gVWH0Ke/Vr6aPGNvkLcmftPuDZsn9jiig3guhdeyRVf10Ox369kKWcG75q77hxE
IzSzDyUlBNbnom9SIjut3r+qVYmWONatC6q/4D0I42Lnjd3dEyZx7jmH3g/S2ASM
FzWr9pvXc61dsYOkdZ4PYa9XPUZxXFagZsoS3F1sU799+IJVU0tC0MExJTAjBgkq
hkiG9w0BCRUxFgQUwWO5DorvVWYF3BWUmAw0rUEajScwfDBtMEkGCSqGSIb3DQEF
DjA8MCwGCSqGSIb3DQEFDDAfBAhOT1QgVVNFRAICCAACASAwDAYIKoZIhvcNAgkF
ADAMBggqhkiG9w0CCQUABCB6pW2FOdcCNj87zS64NUXG36K5aXDnFHctIk5Bf4kG
3QQIb0c8OLAuMXMCAQE=

MUST NOT
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Appendix B. ASN.1 Module
This appendix documents ASN.1  types, values, and object sets
for this specification. It does so by providing an ASN.1 module called PKCS12-PBMAC1-2023.

Combine this module with the PKCS-12 ASN.1 module found in  and the
pkcs5v2-1 ASN.1 module in  to add SHA-2-based HMACs by replacing
the PBKDF2-PRFs class referenced from .

[x680] [x681] [x682] [x683] [x690]

Appendix D of [RFC7292]
Appendix C of [RFC8018]

[RFC7292]

PKCS12-PBMAC1-2023
  { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
    smime(16) id-mod(0) id-pkcs12-pbmac1-2023(76) }

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

AlgorithmIdentifier, ALGORITHM-IDENTIFIER, rsadsi
  FROM PKCS5v2-1 -- From [RFC8018]
   { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-5(5)
     modules(16) pkcs5v2-1(2) }
;

-- object identifier arcs

pkcs OBJECT IDENTIFIER ::= { rsadsi 1 }

pkcs-5 OBJECT IDENTIFIER ::= { pkcs 5 }

digestAlgorithm OBJECT IDENTIFIER ::= { rsadsi 2 }

-- HMAC object identifiers

id-hmacWithSHA1 OBJECT IDENTIFIER ::= { digestAlgorithm 7 }

id-hmacWithSHA224 OBJECT IDENTIFIER ::= { digestAlgorithm 8 }
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id-hmacWithSHA256 OBJECT IDENTIFIER ::= { digestAlgorithm 9 }

id-hmacWithSHA384 OBJECT IDENTIFIER ::= { digestAlgorithm 10 }

id-hmacWithSHA512 OBJECT IDENTIFIER ::= { digestAlgorithm 11 }

id-hmacWithSHA512-224 OBJECT IDENTIFIER ::= { digestAlgorithm 12 }

id-hmacWithSHA512-256 OBJECT IDENTIFIER ::= { digestAlgorithm 13 }

-- PBKDF2-PRF algorithm identifiers

PBKDF2-PRFs ALGORITHM-IDENTIFIER ::= {
  { NULL IDENTIFIED BY id-hmacWithSHA1 }       |
  { NULL IDENTIFIED BY id-hmacWithSHA224 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA256 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA384 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA512 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA512-224 } |
  { NULL IDENTIFIED BY id-hmacWithSHA512-256 },
  ...
  }

-- HMAC algorithm identifiers

algid-hmacWithSHA1 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA1, parameters NULL : NULL }

algid-hmacWithSHA224 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA224, parameters NULL : NULL }

algid-hmacWithSHA256 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA256, parameters NULL : NULL }

algid-hmacWithSHA384 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA384, parameters NULL : NULL }

algid-hmacWithSHA512 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512, parameters NULL : NULL }

algid-hmacWithSHA512-224 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512-224, parameters NULL : NULL }

algid-hmacWithSHA512-256 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512-256, parameters NULL : NULL }

-- PBMAC1-params

PBMAC1-params ::=  SEQUENCE {
  keyDerivationFunc AlgorithmIdentifier {{PBMAC1-KDFs}},
  messageAuthScheme AlgorithmIdentifier {{PBMAC1-MACs}} }

PBMAC1-KDFs ALGORITHM-IDENTIFIER ::= {
  { PBKDF2-params IDENTIFIED BY id-PBKDF2},
  ...
}
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PBMAC1-MACs ALGORITHM-IDENTIFIER ::= { ... }

id-PBKDF2 OBJECT IDENTIFIER ::= { pkcs-5 12 }

PBKDF2-params ::= SEQUENCE {
  salt CHOICE {
    specified OCTET STRING,
    otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}}
  },
  iterationCount INTEGER (1..MAX),
  keyLength INTEGER (1..MAX) OPTIONAL,
  prf AlgorithmIdentifier {{PBKDF2-PRFs}} DEFAULT algid-hmacWithSHA1
}

PBKDF2-SaltSources ALGORITHM-IDENTIFIER ::= { ... }

END
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