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Abstr act

Thi s docunent defines a Mbile | Pv4 Registration Revocati on nmechani sm
whereby a nobility agent involved in providing Mbile |IP services to
a mobil e node can notify the other nobility agent providing Mbile IP
services to the same nobile node of the termi nation of this
registration. The nechanismis also usable by a hone agent to notify
a co-located nobile node of the termination of its binding as well.
Mor eover, the mechani sm provides for this notification to be

acknow edged. A signaling nechanism al ready defined by the Mbile

| Pv4 protocol is leveraged as a way to informa nobile node of the
revocation of its binding.
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1. Introduction and Applicability

Mobile I P [1] defines registration of a nobile node’'s location to
provi de connectivity between the nobile node and its hone domain,
facilitating communication between nobile nodes and any correspondent
node. At any tine, either the hone or foreign agent may wi sh to
cease servicing a nobile node, or for adninistrative reasons nay no

| onger be required to service a nobile node.

Thi s docunent defines a general registration revocation nechanismfor
Mobil e | Pv4, whereby a nobility agent can notify another nobility
agent (or a 'direct’ co-located nobile node) of the ternination of
nmobility bindings. A nobility agent that receives a revocation
notification no longer has to provide services to the nobile node
whose registration has been revoked. A signaling nmechani sm al ready
defined by the Mobile IPv4 protocol [1] is |leveraged as a way to
informa nobile node of the revocation of its binding.
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The registration revocation protocol provides the follow ng
advant ages:

1. Timely rel ease of Mobile I P resources. Resources being consuned
to provide Mbile IP services for a nobile node that has stopped
receiving Mbile I P services by one agent, can be reclained by the
other agent in a nore tinely fashion than if it had to wait for
the binding to expire. This also applies to the case in which a
nobi | e node roans away froma foreign agent to another foreign
agent. Notification to the previous foreign agent would allow it
to reclai mresources

2. Accurate accounting. This has a favorable inpact on resolving
accounting issues with respect to the Iength of nobility bindings
in both domains, as the actual end of the registration is rel ayed.

3. Earlier adoption of domain policy changes with regards to services
of fered/required of a Mobile IP binding. For exanple, the hone
domai n nmay now require reverse tunnels [C], yet there are existing
bi ndi ngs that do not use them Wthout a revocation nmechani sm
new services can only be put in place or renmoved as bindings are
re-registered.

4. Tinmely notification to a nobile node that it is no |onger
receiving nobility services, thereby significantly shortening any
"bl ack-hol e’ periods to facilitate a nore robust recovery.

The revocation protocol is an active, yet unobtrusive nmechani sm
allowing nore tinmely communi cati on between the three Mbile IP
entities in the various adnmnistrative domains. Since nany nobile
nodes nmay not understand the concept of revocation, care has been
taken to ensure backwards conpatibility with [1].

The registration revocation protocol does not replace the nethods
described in [1] for Mbile IP deregistration, as the purpose of
these nechanisns is fundanentally different. Deregistration nessages
are used by a nobile node to informits honme agent that it has e.g.
roamed back to its home subnet, whereas revocati on nessages are used
bet ween mobility agents to signal the term nation of nobility

bi ndings. More specifically, the revocation nessage defined here is
NOT for use by 'direct’ co-located nobile nodes that are term nating
their registration as deregistration nessages are already sufficient
for this purpose. A 'direct’ co-located nobile node, however, nmay

wi sh to process revocation nessages as it is a useful nmechanismto
trigger the re-negotiation of required services fromthe honme domain.
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2.

Ter m nol ogy

It is assuned that the reader is fanmiliar with the term nol ogy used
in[1]. In addition, the following terns are defined:

"Direct’ Co-located Mbile Node
A nobil e node registering directly with its hone agent, with the
"D bit set inits registration request, and NOT registering
through a foreign agent.

Mobil e | P Resources

Various functional elenents allocated by a nobility agent to
support a Mbile IP binding, e.g., nenory.

Mobile I P Services
Various responsibilities of a nobility agent in supporting a
nmobi | e node as defined in [1], e.g., encapsulation of packets
addressed to a nobil e node by a honme agent, decapsul ation of these
packets by a foreign agent for delivery to a nobile node, etc.
Mobi lity Agent
The home agent or foreign agent as specified in [1].
Revocati on
Premature term nation of a nobility binding.
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [3].

Regi strati on Revocation Extensions and Messages

Regi stration revocation in Mbile IPv4 is acconplished via the
fol | owi ng:

- Advertising Registration Revocation Support (Section 3.1.):

o Aflag in the Agent Advertisenent extension has been reserved
for agents to advertise their support of revocation nessages.
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- Revocation Support Extension (Section 3.2.):

o0 This extension is appended to a registration request or
registration reply by a nobility agent to indicate its support
of registration revocation

o0 This extension is appended to a registration request by a
"direct’ co-located nobile node to indicate its understanding
of revocation nessages.

- Registration Revocation Message (Section 3.3.):

0 A nessage sent by a nobility agent to informanother nobility
agent, or a 'direct’ co-located nobile node, that it has
revoked the binding of a nobile node.

- Registration Revocati on Acknow edgnent Message (Section 3.4.):

0 A nessage sent by nobility agents or 'direct’ co-located nobile
nodes to indicate the receipt of a revocati on nessage.

Security considerations related to the above nessages and extensions
are covered in Section 6.

3.1. Advertising Registration Revocation Support

Mobility agents can advertise their support of registration
revocation with a nodification to the Mbility Agent Advertisenent
extension described in [1]. An 'X bit is introduced to indicate an
agent’s support for Registration Revocation.

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length | Sequence Numnber
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Regi stration Lifetine IRIBIHFIMQGr|T|U X reserved

B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| zero or nore Care-of Addresses

X The nobility agent supports Registration Revocation

A foreign agent that sets the 'X bit in an agent adverti senent

ext ensi on MJST support registration revocation nessages on that |ink
specifically the Revocation Support Extension (section 3.2.),
Revocation Messages (section 3.3.), and Revocation Acknow edgment
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(section 3.4.). It is not required that all agents advertising on
the sanme |ink support registration revocation, nor is it required
that an agent advertise this support on all of its Iinks.

Note that using this information, a nobile node can select a foreign
agent that supports Registration Revocation. Should a nobile node
not understand this bit, it sinply ignores it as per [1].

As a bit in the agent advertisenment, use of the 'X bit has no inpact
on ot her nessages, such as e.g., Challenge-Response [2].

3.2. Revocation Support Extension

The Mobile I P revocation support extension indicates support of
registration revocation, and so MJUST be attached to a registration
request or registration reply by any entity that wants to receive
revocati on nessages. Normally, this is either a foreign agent, or a
hone agent. However a 'direct’ co-located nobile node MAY al so

i nclude a revocation support extension in its registration request.
A nobil e node which is not co-located MJUST NOT include a Revocation
Support Extension in its registration

A foreign agent advertising the "X bit on the link on which the

regi stration request was received, and that has a security
relationship with the hone agent identified in the sane registration
request, MJIST attach a revocation support extension to the forwarded
registration request. A hone agent that receives a registration
request that does not contain a revocation extension SHOULD NOT

i nclude a revocation support extension in the associated registration

reply.

The format of the revocati on support extension is based on the Type-
Lengt h- Val ue Extension Format given in [1] and is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
T S i T it S i S S s oSt SR S A
| Type | Length [ 1] Reserved |
T i S T i T i S S S S i e
| Ti mest anp
B S S e h T el S S S S S T S S T S S S i SuI S

Type 137
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Length
Length (in bytes, currently 6). Does NOT include Type
and Length fields (in accordance with section 1.9. of
[1]). This allows for a |onger extension |length should
nmore bits be required in the future.

Ti mest anp
Current 4-byte timestanp of the nmobility agent or
"direct’ co-located nobile node. This is used to
identify the ordering of registrations as they are
forwarded, how they relate to the sending of any
revocati on nessages, and to identify the approxinate
of fset between the clocks of the nobility agents
provi ding support for this binding, or between a 'direct’
co-located nobile node and its honme agent.

1" Bit
This bit is set to '1 by a nobility agent to indicate it
supports the use of the "I’ bit in revocation nessages
(section 3.3.)

When sent by a foreign agent in a registration request:

If set to 1, the FAis willing to have the hone agent use
the "I’ bit in the revocation process to deternine

whet her the nobil e node should be infornmed of the
revocation or not.

If set to O, indicates to the hone agent that the foreign
agent will followits own policy with regards to
informng the nobile node in the event of a revocation

When sent by a honme agent in response to a revocation
extension in which the "I’ bit was set to 'l

If set to 1, the honme agent agrees to use the "I’ bit in
the revocation process to indicate to the forei gn agent
whet her or not the nobile node should be inforned.

If set to 0, the honme agent will not use the 'I’ bit in
the revocation process, thereby yielding to the foreign
agent’s default behavior with regard to inform ng the
nobi | e node.

To preserve the robustness of the protocol, the
recommended default behavior for a foreign agent is to
informthe nobile node of its revocation as described in
Section 4.1.
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Reserved
Reserved for future use. MJST be set to 0 on sending,
MJUST be ignored on receiving.

When appearing in a registration request, or registration reply, the
Mobile | P revocati on support extensi on MJIST be protected either by a
forei gn-hone aut hentication extension, a nobil e-hone authentication
extension, or any other equivalent mechanism[1], e.g., via AAA[A],
[B], or perhaps IPsec. |If the extension appearing in either of these
regi stration nmessages is NOT protected, the appropriate action as
described by [1] (Sections 3.8.2.1. and Sections 3.7.3.1.) MJST be

t aken.

Support of the "I’ bit is OPTIONAL. |If a nobility agent does not
support the specified functionality, it MJST set the "I’ bit to zero.
Note that the hone agent setting the 'I’ bit to ’'1 in response to a
revocation extension fromthe foreign agent in which the "I’ bit was

set to 0" is undefined, and SHOULD NOT be done.

"I" bit support has been negotiated when both agents have set the |
bit to "1 in their revocation support extensions.

It is inmportant to note that this extension is skippable (i.e., if
the receiving nobility agent does not understand this extension, it
MUST skip it, and continue processing the remai nder of the

regi stration request).

3.3. Registration Revocati on Messages

A revocation nessage is sent by a nobility agent to inform another
mobility agent, or a "direct’ co-located nobile node, that it is
revoki ng the binding of a nobile node.

| P Fields:

Sour ce Address In the case of the hone agent issuing the
regi stration revocation, the address
registered with the care-of address as that
of the hone agent (that is the address
identified as the hone address of this
bi ndi ng) .

In the case of the foreign agent issuing the
registration revocation, the address
registered with the home agent as the care-of
addr ess.
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Destination Address 1In the case of the hone agent issuing the

UDP Fi el ds:
Source Port

Desti nati on Port

registration revocation, the source address
of the last approved registration request for
this binding, i.e., the destination address
of the last registration reply indicating
success for this binding.

In the case of the foreign agent issuing the
registration revocation, the address

regi stered as that of the hone agent by the
nmobi | e node whose registration i s being
revoked.

vari abl e

434

The UDP header is followed by the Mbile IP fields shown bel ow

0

1 2 3

01234567890123456789012345678901

i S S

| Type |

T S T

B i S s SHE S S S

S

I

B i R S

Ext ensi ons. ..

Aut henticator. ..

|

+-

|

S
|

+-

L e o

Type 7
Reserved MJST be

A Agent bi

This bit

revocat i
nmessage.

d ass & Chandra

B e o S S S e e T ik ot R R R S S S S e e
Reser ved | AT Reser ved |

B i T T e S e e e T Tt e TR SR S S S TR
Home Address |

B e i S T st s s ST S S S S S S
Home Domai n Address |

B e o S S S e e T ik ot R R R S S S S e e
Forei gn Donmai n Address |
B i T T e S e e e T Tt e TR SR S S S TR
Revocation ldentifier |

B e i S T st s s ST S S S S S S

+- - -

+- 4+

sent as 0, ignored when received.
t ("direction’ bit).
identifies the role of the agent sending the

on, that is the "direction’ of the revocation
This is useful for detecting reflection
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attacks, particularly when symmetric keying is being
used.

Set to 'O if the revoking agent is servicing this
bi nding as a foreign agent.

Set to '1 if the revoking agent is servicing this
bi ndi ng as a hone agent.

| Informbit.

This bit MJUST NOT be set to "1 unless "I’ bit support
was negotiated in the revocati on extensi on nessages
passed in the registration process, otherwise the results
can be unpredictable.

When sent by the hone agent to a foreign agent:

Set to 'O’ to request that the nobile node SHOULD NOT be
i nformed of the revocation, or because the use of the 'I’
bit was not agreed upon

Set to 1 to request that the nobile node be inforned of
the revocati on.

Wien sending a revocation nessage to a 'direct’ co-
| ocated nobile node, this bit is essentially irrelevant,
but SHOULD be set to '1’

When sent by the foreign agent:

Set to 'O to indicate that the foreign agent is using
foreign domain policy as to whether or not the nobile
node shoul d be inforned of the revocation, or because '’
bit support was not agreed upon

Set to '1 to ask the hone agent if the nobile node
shoul d be infornmed of the revocation.

Reserved
MUST be sent as 0, ignored when received.

Honme Address

The hone | P address of the nobile node whose registration
i s being revoked.
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Forei gn Donmai n Address
The relevant I P address in the foreign donmain to identify
whi ch binding is being revoked. This is one of the
following: (i) the foreign agent’s I P address, or (ii)
the co-located care-of address.

Hone Domai n Addr ess
The | P address of the home agent to identify which
bi ndi ng i s being revoked.

Revocation ldentifier
Protects against replay attacks. The revoki ng agent MJST
insert its current 4-byte tinestanp running off the sane
clock as it is using to fill in the tinestanp inits
revocati on extensions. See section 3.5.

A registration revocati on nessage MJIST be protected by either a valid
aut henticator as specified in [1], nanely a hone-foreign

aut henticator, if the comunication is between home and foreign
agents, or a nobile-hone authenticator if the comunication is being
sent froma hone agent to a 'direct’ co-located nobile node, or

anot her security nechani smat |east as secure, and agreed upon by the
hone and foreign donmains, e.g., IPsec. |If any agent, or ’'direct’
co-located nobil e node, receives a registration revocati on nessage
that does not contain a valid authenticator, and is not adequately
protected, the revocati on message MJST be ignored, and silently

di scarded

A revocation nessage MJIST NOT be sent for any registration that has
expired, and MAY only be sent prior to the expiration of a nobile
node’'s registration. Note, however, due to the nature of datagram
delivery, this does not guarantee these nessages will arrive before
the natural expiration of any binding.

An agent MJST NOT send nore than one revocati on nmessage or

regi stration message per second for the same binding. Note that this
updates [1] by including revocation nessages in the rate limt
specified in [1], i.e., that an agent MJUST NOT send nore than one
regi strati on nmessage per second for the same binding.

An exanpl e of the use of revocation nessages is given in Appendi x A
3.4. Registration Revocation Acknow edgnent Message
A revocation acknow edgrment nessage is sent by nobility agents or

"direct’ co-located nobile nodes to indicate the successful receipt
of a revocation nessage
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I P fields:
Sour ce Address Copi ed fromthe destination address of the

recei ved regi stration revocati on nessage for
which this registration revocation
acknow edgnent nessage i s being generated.

Destination Address Copied fromthe source address of the

received registration revocati on nessage for
which this registration revocation
acknow edgnment nessage i s being generated.

UDP fi el ds:
Source Port 434 (copied fromthe destination port of the
revocati on nessage).
Desti nation Port Copied fromthe source port of the revocation

message.

The UDP header is followed by the Mbile IP fields shown bel ow

0

1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

Type

| Reserved ||| Reserved |

T I T S S T i S T i S AT SR T S

Home Address |

B S i S S S S S T2 s S S S o S S S S

|
+-
|
+-
|
+-

d ass & Chandra

Revocation Identifier |

O g S S S g S S S
Ext ensi ons. ..

S S S S T S S

Aut henticator. ..

B i Tk sl i S S

Type

Reserved

15

MUST be sent as 0, ignored when received.
Informbit.

The "I’ bit MJST NOT be set to "1 in the revocation
acknow edgnment nessages unless it was set to 1 in the
revocati on nessage. |If an agent receives a revocation
acknow edgment nmessage in which the 'I’" bit is set to
"1', but for which the revocation nessage being
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acknow edged had the "I’ bit set to "0, the "I’ bit in
the revocati on acknow edgnent nessage MJST be i gnored.

When sent by the hone agent:

Set to "1 by the hone agent to request the foreign agent
i nformthe nobile node of the revocation

Set to 'O’ by the hone agent to request the foreign agent
not informthe nobile node of the revocation

When sent by a foreign agent:

Set to '1 to indicate to the hone agent that the nobile
node was i nforned

Set to 0" to indicate to the honme agent that the foreign
agent used local policy to determ ne whether or not the
nmobi | e node shoul d be informed. For purposes of protoco
robustness, it is highly recommended that such a default
be set for the foreign agent to informthe nobile node of
t he revocati on.

Reserved
MUST be sent as 0, ignored when received.

Hone Address
The hone address copied fromthe revocati on nessage for
whi ch this acknow edgnent is being sent.

Revocation Identifier
Copi ed fromthe Revocation ldentifier of the revocation
message for which this acknow edgnent is being sent. See
Section 3.5.

A registration revocation acknow edgnent nessage MJUST be sent in
response to a valid and authenticated registration revocation
nessage

A registration acknow edgnment message MJST be protected by either a
valid authenticator as specified in [1], namely a hone-foreign
authenticator if the conmunication is between hone and foreign
agents, or a nobile-hone authenticator if the comrunication is

bet ween hone agent and 'direct’ co-located nobile node, or another
security nechanismat |east as secure and agreed upon by the honme and
forei gn domains, e.g., |Psec.
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An exanpl e of the use of Revocation Acknow edgnment Messages is given
i n Appendi x A

3.5. Replay Protection

As registration revocation nessages are designed to term nate service
for a nobile node, or nultiple nobile nodes sinultaneously, replay
protection is crucial to prevent denial of service attacks by
"mal i ci ous repeaters" - those who store datagrans with the intent of
replaying themat a later tine, or by "malicious reflectors" - those
who refl ect packets back at their original source (both a form of
"active" attack). See Section 6. for a discussion of these security
consi derati ons.

Al'l Revocation Messages and Revocation Acknow edgnment Messages MJUST
be authenticated as well be replay-protected. The order in which
they are done, however, is up to inplenmentation

Replay protection is handled with a sinple tinmestanp nmechani sm using
a single 32-bit identifier field in the registration revocation
nmessage, in conjunction with the home address field, to associate any
revocati on acknow edgnment nmessages with its revocati on nmessages. To
do this:

- The revoking agent sets the "A" bit to its agent-type, and the
Revocation ldentifier field in the registration revocati on nessage
to a valid 32-bit timestanp fromthe same clock it is using to set
the tinestanp field of its revocation extensions included in
regi stration nmessages.

- Upon receipt of an authenticated revocation nessage, the receiving
agent (or 'direct’ co-located nobile node) MJST check the val ue of
the *A bit, and Revocation Identifier to make sure this
revocation nmessage is not a replay of an old revocati on nmessage
received fromthe sane agent. The receiving agent MJST al so check
that the nmessage is not a reflection of a revocation nessage it
sent inrelation to the identified binding. If the "A bit and
Identifier field inply this packet is a replay, the revocation
nmessage MJST be silently discarded.

- \When building a revocati on acknow edgnent nessage, the
acknow edgi ng agent (or 'direct’ co-located nobile node) copies
the val ues of the Home Address and Revocation ldentifier fields
fromthe revocation nessage into the Hone Address and the
Revocation ldentifier of the revocati on acknow edgnent nessage.
This is so the revoking agent can match this revocation
acknow edgnment to its correspondi ng revocation nessage.
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- Upon receiving a valid revocation acknow edgnent, the revoking
agent MUST check the Honme Address and ldentifier fields to nake
sure they match those fields froma corresponding revocation
message it sent to the acknow edging agent. If not, this
revocati on acknow edgnment nmessage MJST be silently discarded.

Note that since the Identifier in an incomng revocati on nessage is a
32-bit tinestanp, it is possible for an agent to check the validity
of the Identifier fields without having to remenber all identifiers
sent by that correspondi ng agent.

Note: as it is possible for a nobile node to register at different
times with different hone agents, and at different tines with
different foreign agents, it is crucial that it not be required that
the Identifier fields be unique in nmessages fromdifferent agents as
there is no guarantee that clocks on different agents will be
synchroni zed. For exanple, if a nobile node has sinultaneous
bindings with multiple foreign agents, and if revocati on nessages are
recei ved by nore than one such foreign agent "sinmultaneously", it is
possi bl e the revocati on nessage from one of these foreign agents nay
contain ldentifier fields that happen to match those of any or al
the other foreign agents. This MJUST NOT result in any of these
revocati on nessages being ignored.

4. Registration Revocation Overview

Regi stration Revocation consists of two distinct pieces: a signaling
mechani sm bet ween tunnel endpoints, and a signaling nmechani sm between
foreign agent and nobile node. A 'direct’ co-located nobile node MAY
i mpl enent revocation extensions and revocati on acknow edgnent in
order to receive and respond to revocati on nessages fromits hone
agent, however, a 'direct’ co-located nobile node MIUST NOT send a
revocati on nmessage as de-registration nessages defined in [1] are
sufficient for this purpose.

For further discussion on security issues related to registration
revocation, refer to Section 6.

4.1. Mobile Node Notification

A mechani sm whi ch provides a foreign agent a way to actively notify a
nobi |l e node that its binding has been reset already exists in [1],
though it has been overl ooked for this purpose.

A brief overview of the nechanics of the sequence nunmber in agent
advertisenent from[1l] is given so that the mechani sm by which the
foreign agent 'inplies’ to the nobile node that its binding is no
| onger active is clearly understood.
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When a foreign agent begins sending agent advertisenents, it starts
with a sequence nunmber of 0, and [nonotonically] increments the
sequence nunmber with each subsequent agent advertisement. In order
for a nobile node to be able to distinguish between a foreign agent
that has sinply exhausted the sequence nunber space from one which
has been reset, when the agent increnents the sequence nunber counter
past its maxi rumvalue, it sets the sequence nunber to 256 instead of
rolling to O [1]. In this way, a nobile node would have to niss, at
that time, 256 advertisements in a rowto nmistake a reset as a roll-
over. Morreover, the lifetines contained within an agent

adverti senent should be set in such a way that when a nobil e node
believes it has nmissed 3 beacons, the entry for this foreign agent
should tine out, and if the nobile node is registered there, it
shoul d send an agent solicitation [1]. |If, however, an agent is
sonmehow reset, it will begin advertising with a sequence nunber of 0
and the nobile node can presune this foreign agent has lost its

bi ndi ng, and the nobil e node SHOULD re-register to nake sure it is
still obtaining Mbile IP services through this foreign agent.

Leveragi ng this nechanism a foreign agent may consciously notify al
nmobi | e nodes currently bound to it that it has "reset" all of their
bi ndi ngs, even if the agent itself has not been reset, by sinply
[re]setting the sequence nunber of the next agent advertisenent to O.
Moreover, a foreign agent may informall nobile nodes currently bound
to it that they should re-register with a different foreign agent by
simul taneously setting the 'B bit in the advertisenent to 1
indicating this foreign agent is busy and is not accepting new
registrations [1]. In these situations, any nobile node in
compliance with [1] will presune this foreign agent has lost its

bi nding, and nust re-register if they wish to re-establish Mbile IP
functionality with their honme subnet.

To indicate to any registered nobile node that its binding no | onger
exists, the foreign agent with which the nobile node is registered
may uni cast an agent advertisenent with the sequence nunber set to O
to the nobile node [1], [D]. Moreover, if such a foreign agent

wi shes to indicate to the nobile node that its binding has been
revoked, and that the nobile node should not attenpt to renewits
registration with it, the foreign agent MAY also set the 'B bit to 1
in these agent advertisenments, indicating it is busy, and is not
accepting new registrations [1]. Al nobile nodes conpliant with [1]
wi |l understand that this neans the agent is busy, and MAY either

i Mmediately attenpt to re-register with another agent in their
foreign agent cache, or MAY solicit for additional agents. In the
latter case, a foreign agent can optionally renenber the nobile
node’ s bi ndi ng was revoked, and respond to the solicit in the sane
way, nanmely with the "B bit set to 1. It should be noted, though
that since the foreign agent is likely to not be setting the "B bit
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to 1l in its broadcasted agent advertisenents (sent to the entire
link), the revoked nobile node, upon hearing this agent’s multicast
agent advertisenment without the 'B bit set, may attenpt to

[re]lregister with it. |If this happens, depending on foreign donain
policy, the foreign agent can sinply deny the nobile node with an
appropriate error code (e.g., "adnmnistratively prohibited"). At

this tinme, a nobile node can use foreign agent fallback to attenpt to
register with a different foreign agent as described in [1].

Mobi | e nodes whi ch understand the revocati on nmechani sm descri bed by
this docunent may understand that a unicast agent advertisement wth
t he sequence nunber reset to 0 could indicate a revocation, and nay
attenpt to re-register with the sane foreign agent, or register with
a different foreign agent, or co-|ocate.

Agent Advertisenments unicast to a nobile node MIJST be s