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Abstract

This meno contains various protocol identifier exanples, which can be
used to produce valid protocol Di r Tabl e | NDEX encodi ngs, as defined by
the Renote Network Monitoring M B (Managenent | nformation Base)
Version 2 [RFC2021] and the RMON Protocol Identifier Reference

[ RFC2895] .

Thi s docunent contains protocol identifier macros for well-known
protocols. A conformant inplenmentation of the RMON-2 M B [ RFC2021]
can be acconplished w thout the use of these protocol identifiers,
and accordingly, this docunment does not specify any | ETF standard.
It is published to encourage better interoperability between RMON- 2
agent inplenentations, by providing a great deal of RMON rel ated
protocol information in one docunent.

The first version of the RMON Protocol ldentifiers Document [RFC2074]
has been split into a standards-track Reference portion [ RFC2895],
and an "RMON Protocol Identifier Macros", docunent (this docunent)
whi ch contains the non-normative portion of that specification.
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1. The SNWVP Networ k Managerent Framewor k
The SNWVP Managenent Franmework presently consists of five major
conponent s:

o} An overall architecture, described in RFC 2571 [ RFC2571].

o] Mechani sns for describing and nami ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [ RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and
STD 58, RFC 2580 [ RFC2580] .

o] Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNMPvl and
described in STD 15, RFC 1157 [ RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNWv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the message
protocol is called SNMPv3 and described in RFC 1906 [ RFC1906],
RFC 2572 [ RFC2572] and RFC 2574 [ RFC2574].

o] Prot ocol operations for accessi ng nanagenent infornmation. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set o
prot ocol operations and associated PDU formats is described in
RFC 1905 [ RFC1905].
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o} A set of fundanental applications described in RFC 2573
[ RFC2573] and the view based access control nechani sm descri bed
in RFC 2575 [ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the nmechani sns defined in the SM.

This meno does not specify a MB nodul e.
2. Overview

The RMON-2 M B [ RFC2021] uses hierarchically formatted OCTET STRI NGs
to globally identify individual protocol encapsulations in the
prot ocol Di r Tabl e.

Thi s gui de contains exanples of protocol identifier encapsulations,
whi ch can be used to describe valid protocol DirTable entries. The

syntax of the protocol identifier descriptor is defined in the RVON
Protocol ldentifier Reference [RFC2895].

Thi s docunent is not intended to be an authoritative reference on the
protocol s described herein. Refer to the Oficial Internet Standards
docunent [ RFC2600], the Assigned Nunbers document [RFCL700], or other
appropriate RFCs, | EEE docunents, etc. for conplete and authoritative
protocol information.

This is the the second revision of this docunent, and is intended to
replace Section 5 of the first RMON-2 Protocol Identifiers docunent
[ RFC2074] .

The RMONM B wor ki ng group has deci ded to di scontinue nai ntenance of
this Protocol ldentifier Macro repository docunent, due to a | ack of
contributions fromthe RMON vendor comunity. This docunent is
published as an aid in inplenentation of the protocol DirTabl e.

2.1. Terns
Refer to the RMON Protocol ldentifier Reference [ RFC2895] for

definitions of terns used to describe the Protocol ldentifier Macro
and aspects of protocol DirTabl e | NDEX encodi ng.
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2.2. Relationship to the Renote Network Monitoring MB

This docunent is intended to describe sone protocol identifier
macr os, which can be converted to valid protocol Di r Tabl e | NDEX
val ues, using the mapping rules defined in the RVMON Protocol
Identifier Reference [ RFC2895].

This docunent is not intended to limt the protocols that nay be
identified for counting in the RMON-2 M B. Many protocol

encapsul ati ons, not explicitly identified in this docunent, may be
present in an actual inplenmentation of the protocol DirTable. Also,
i mpl enent ati ons of the protocol DirTable may not include all the
protocols identified in the exanple section bel ow.

2.3. Relationship to the RVON Protocol ldentifier Reference

This docunent is intentionally separated fromthe normative reference
docunent defining protocol Dir Tabl e | NDEX encodi ng rul es and the
protocol identifier nmacro syntax [ RFC2895]. This all ows frequent
updates to this docunent wi thout any republication of MB objects or
protocol Dir Tabl e | NDEX encoding rules. Note that the base |ayer and
| ANA assigned protocol identifier nacros are located in Reference
docunent, since these encoding val ues are defined by the RMONM B WG

Protocol ldentifier macros subnitted fromthe RMON working group and
community at large (to the RMONMB Ws nailing list at ’
rmonm b@i sco.com) will be collected and added to this docunent.

Macros submi ssions will be collected in the IANA's MB files under
the directory "ftp://ftp.isi.edu/mb/rnmonm b/rnon2_pi _nmacros/" and in
the RMONM B working group nmailing |list nmessage archive file
"ftp://ftpeng.cisco.comftp/rrmonm b/rrmonm b".

2.4. Relationship to Gher MBs

The RMON Protocol ldentifier Macros docunment is intended for use with
the RMON Protocol ldentifier Reference [ RFC2895] and the RMON-2 M B
protocol DirTable [ RFC2021]. It is not relevant to any other MB, or

i ntended for use with any other M B.

3. Protocol Ildentifier Micros

This section contains protocol identifier macros for sonme well-known
protocol s, although some of themmay no | onger be in use. These
macros reference the base layer identifiers found in section 4 of the
RMON Protocol ldentifier Reference [RFC2895]. These identifiers are
listed bel ow
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et her2

Ilc

snap

vsnap

i anaAssi gned
802-1Q

Refer to the RMON Protocol Ildentifier Reference [ RFC2895] for the
protocol identifier macro definitions for these protocols.

3.1. Protocol Stacks And Single-Vendor Applications

Net work | ayer protocol identifier nacros contain additiona
i nformati on about the network layer, and is found i medi ately
following a base layer-identifier in a protocol identifier

The Protocol DirParaneters supported at the network | ayer are
count sFragnments(0)’', and ’'tracksSessions(1l). An agent nay choose to
i mpl ement a subset of these paraneters.

The protocol - nane should be used for the Protocol DirDescr field. The
Prot ocol Di r Type ATTRI BUTES used at the network | ayer are
hasChi | dren(0)’ and ' addressRecogni ti onCapable(1)’. Agents may choose
to i npl enent a subset of these attributes for each protocol, and
therefore limt which tables the indicated protocol can be present
(e.g. protocol distribution, host, and matrix tables).

The follow ng protocol-identifier macro decl arations are given for
exanpl e purposes only. They are not intended to constitute an
exhaustive list or an authoritative source for any of the protocol

i nformati on given. However, any protocol that can encapsul ate other
protocol s nust be docunented here in order to encode the children
identifiers into protocolDirlD strings. Leaf protocols should be
docunented as well, but an inplenentation can identify a | eaf
protocol even if it isn't listed here (as long as the parent is
docunent ed) .

3.1.1. The TCP/IP protocol stack

arp PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"An Address Resol ution Protocol nessage (request or response).
This protocol does not include Reverse ARP (RARP) packets, which
are counted separately.”

REFERENCE
"RFC 826 [ RFC826] defines the Address Resol ution Protocol."
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"ether2 0x806, -- [ 0.0.8.6 ]

snap 0x806,
802-1Q 0x806 -- [ 0.0.8.6 ]
}
i p PROTOCOL- | DENTI FI ER
PARAVETERS {
count sFragments(0) -- This paranmeter applies to all child
-- protocols.

}
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
"The protocol identifiers for the Internet Protocol (IP). Note
that P may be encapsulated within itself, so nore than one of
the following identifiers may be present in a particular
protocol DirlID string."

CHI LDREN
"Children of "ip' are selected by the value in the Protocol field

(one octet), as defined in the PROTOCOL NUMBERS table within the
Assi gned Nunbers Docunent.

The val ue of the Protocol field is encoded in an octet string as
[ 0.0.0.a ], where '@ is the protocol field
Children of '"ip’ are encoded as [ 0.0.0.a ], and naned as 'ip a
where "a’ is the protocol field value. For exanple, a
protocol Dirl D-fragnment val ue of:

0.0.0.1.0.0.8.0.0.0.0.1

defines an encapsul ation of |ICWP (ether2.ip.icnp)”
ADDRESS- FORVAT
"4 octets of the IP address, in network byte order. Each ip
packet contains two addresses, the source address and the
destinati on address."
DECODI NG
"Note: ether2.ip.ipipd4.udp is a different protocolDirlD than
ether2.ip.udp, as identified in the protocol DirTable. As such
two different local protocol index values will be assigned by the
agent. E.g. (full I NDEX val ues shown):
ether2.ip.ipip4. udp =
16.0.0.0.1.0.0.8.0.0.0.0.4.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE

Bi erman, et al. I nf or mat i onal [ Page 6]



RFC 2896 RMON Pl Macr os August 2000

"RFC 791 [ RFC791] defines the Internet Protocol; The follow ng
URL defines the authoritative repository for the PROTOCOL NUVBERS
Tabl e:

ftp://ftp.isi.edu/in-notes/ianalassignnments/protocol-nunbers”

" ether2 0x0800,

Ilc 0x06,
snap 0x0800,
--ip 4, ** represented by the ipip4 macro
--ip 94, ** represented by the ipip macro
802-1Q 0x0800, -- [0.0.8.0]
802-1Q 0x02000006 -- 1QLLC [2.0.0. 6]

}

khkkhkkhkkhkhhkhhhhhhdhhhdhhhdhhddhhddhdhddhddhddhdhhdhhdrhdrhdrdhddrdrdxdrrdxx*x

-- Children of IP

EE IR R I R R I R R I R R R I I R R R S I R I S R R R S I I R R S R

i cnmp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Internet Message Control Protocol"
REFERENCE
"RFC 792 [ RFC792] defines the Internet Control Message Protocol."
r={
ip 1,
i pipd 1,
ipip 1l

i gnmp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Internet Goup Managenent Protocol; IGW is used by IP hosts to
report their host group nmenberships to any inmediately-
nei ghboring nul ticast routers.”
REFERENCE
"Appendi x A of Host Extensions for IP Milticasting [ RFC1112]
defines the Internet G oup Managenent Protocol."
= |
ip 2,
i pipd 2,
ipip 2
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}

ggp PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Gat eway-t o- Gat eway Protocol; DARPA Internet Gateway
(historical)"

REFERENCE
"RFC 823 [ RFC823] defines the Gateway-to-Gateway Protocol."

pi= {

ip 3,

i pi p4 3,
ipip 3

i pi p4 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}
DESCRI PTI ON
"IPin IP Tunneling"
CHI LDREN
"Children of 'ipip4 are selected and encoded in the same nanner
as children of IP."
ADDRESS- FORVAT
"The 'ipip4d address format is the sane as the | P address
format."
DECODI NG
"Note: ether2.ip.ipipd4.udp is a different protocolDirlD than
ether2.ip.udp, as identified in the protocolDirTable. As such
two different [ocal protocol index values will be assigned by the
agent. E.g. (full 1 NDEX val ues shown):
ether2.ip.ipipd.udp =
16.0.0.0.1.0.0.8.0.0.0.0.4.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE
"RFC 1853 [ RFC1853] defines IPin IP over Protocol 4."
o= |
ip 4,
i pi p4 4,
ipip 4
}

st PROTOCOL- | DENTI FI ER
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tcp

egp

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Internet Stream Protocol Version 2 (ST2); (historical) ST2 is an
experinental resource reservation protocol intended to provide
end-to-end real -ti ne guarantees over an internet."
REFERENCE
"RFC 1819 [ RFC1819] defines version 2 of the Internet Stream
Prot ocol . "
Lr= {
ip 5,
i pi p4 5,
ipip 5
}

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Transm ssi on Control Protocol"

CHI LDREN
"Children of TCP are identified by the 16 bit Source or
Destination Port value as specified in RFC 793. They are encoded
as [ 0.0.a.b], where "a’ is the MsB and 'b’ is the LSB of the
port value. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnment of:

0.0.0.1.0.0.8.0.0.0.0.6.0.0.0.23

identifies an encapsul ation of the telnet protoco
(ether2.ip.tcp.telnet)"

REFERENCE
"RFC 793 [ RFC793] defines the Transm ssion Control Protocol

The following URL defines the authoritative repository for
reserved and regi stered TCP port val ues:

ftp://ftp.isi.edu/in-notes/ianal/assi gnnents/port-nunbers”
.ip 6,
i pi p4 6,
ipip 6

PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
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DESCRI PTI ON
"Exterior Gateway Protocol (historical)"
REFERENCE
"RFC 904 [ RFC904] defines the Exterior Gateway Protocol."
= {
ip 8,
i pi p4 8,
ipip 8

i gp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Any private interior gateway.'
REFERENCE
[ RFC1700] "
o= |
ip 9,
i pipd 9,
ipip 9

nvp2 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"NVP-11; Network Voice Protocol"
REFERENCE
"RFC 741 [ RFC741] defines the Network Voice Protocol”
=
ip 11,
i pi p4 11,
ipip 11
}

pup PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"PUP Protocol"
REFERENCE
" Xer ox"
o=
ip 12,
i pipd 12,
ipip 12
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xnet PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Cross Net Debugger (historical)"
REFERENCE
[ 1 EN158] "
o=
ip 15,
i pi p4 15,
ipip 15

chaos PROTOCOL- | DENTI FI ER

udp

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"CHACS Protocol; historical"
REFERENCE
"J. Noel Chiappa <JINC@XX.LCS.M T.EDU>"
= |
ip 16,
i pi p4 16,
ipip 16
}

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"User Datagram Protocol "

CHI LDREN
"Children of UDP are identified by the 16 bit Source or
Destination Port value as specified in RFC 768. They are encoded
as [ 0.0.a.b ], where 'a’ is the MSB and 'b’ is the LSB of the
port value. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnment of:

0.0.0.1.0.0.8.0.0.0.0.17.0.0.0. 1612

identifies an encapsul ati on of SNWP (ether2.ip.udp.snnp)"”
REFERENCE
"RFC 768 [ RFC768] defines the User Datagram Protocol

The following URL defines the authoritative repository for
reserved and regi stered UDP port val ues:
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ftp://ftp.isi.edu/in-notes/ianalassignnments/port-nunbers"”

ip 17,
i pipd 17,
ipip 17

mux PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Mul tiplexing Protocol (historical)"
REFERENCE
"I EN-90 [I EN-90] defines the Miltiplexing Protocol"
= |
ip 18,
i pi p4 18,
ipip 18

hnp PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Host Monitoring Protocol; historical"
REFERENCE
"RFC 869 [ RFC869] defines the Host Mnitoring Protocol"
= |
ip 20,
i pi p4 20,
ipip 20
}

xns-idp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" XEROX NS | DP"
REFERENCE
" Xer ox Corporation"
pi= {
ip 22,
i pipd 22,
ipip 22

rdp PROTOCOL- | DENTI FI ER
PARAVETERS { }
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ATTRI BUTES { }
DESCRI PTI ON
"Rel i abl e Data Protocol"
REFERENCE
"RFC 908 [ RFC908] defines the original protocol; RFC 1151
[ RFC1151] defines version 2 of the Reliable Data Protocol."
=
ip 27,
i pi p4 27,
i pip 27

i rtp PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Internet Reliable Transaction Protocol"
REFERENCE
"RFC 938 [ RFC938] defines the Internet Reliable Transaction
Protocol functional and interface specification."”
= |
ip 28,
i pi p4 28,
i pip 28
}

i so-tp4 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"1 SO Transport Protocol Specification"
REFERENCE
"RFC 905 [ RFC905] defines the | SO Transport Protocol
Speci fication; |1SO DP 8073"
ip 29,
i pip4 29,
ipip 29
}

net bl t PROTOCOL- | DENTI FI ER
PARANMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bul k Data Transfer Protocol; historical"
REFERENCE

2000

"RFC 998 [ RFC998] defines NETBLT: A Bul k Data Transfer Protocol."
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ip 30,
i pi p4 30,
ipip 30

nf e- nsp PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"MFE Networ k Services Protocol; historical"
REFERENCE
"Shuttleworth, B., 'A Docunentary of M-ENet, a National Conputer
Net wor k', UCRL-52317, Lawrence Livernore Labs, Livernore,
California, June 1977."
ni= {
ip 31,
i pi p4 31,
ipip 31

i dpr PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Inter-Domain Policy Routing Protocol"
REFERENCE
"RFC 1479 [ RFC1479] defines Version 1 of the Inter-Donain Policy
Routi ng Protocol ."
pi= {
ip 35,
i pi p4 35,
ipip 35

i dpr-cmt p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I DPR Control Message Transport Protocol"
REFERENCE
"RFC 1479 [RFC1479] defines Version 1 of the Inter-Domain Policy
Routi ng Protocol."
=
ip 38,
i pi p4 38,
i pip 38
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sdrp PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Sour ce Demand Routing Protocol "
REFERENCE
"RFC 1940 [ RFC1940] defines version 1 of the Source Denand
Routing: Packet Format and Forwardi ng Specification”
MY
ip 42,
i pi p4 42,
ipip 42

i drp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Inter-Domai n Routing Protocol"
REFERENCE
"RFC 1745 [ RFC1745] defines BGP4/IDRP for IP."
= |
ip 45,
i pi p4 45,
i pip 45

rsvp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Resource Reservation Setup Protocol"”
REFERENCE
"Resource ReSerVation Protocol (RSVP); Version 1 Functi onal
Speci fication [ RFC2205]."
o= |
i p 46,
i pi p4 46,
i pip 46

gre PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"CGeneral Routing Encapsul ation”
REFERENCE

2000

"RFC 1701 [RFC1701] defines Generic Routing Encapsul ation (GRE);
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RFC 1702 [RFC1702] defines Generic Routing Encapsul ati on over
| Pv4 net wor ks"
=
ip 47,
i pi p4 47,
i pip 47
}

nhrp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"NBMA Next Hop Resol ution Protocol (NHRP)"
REFERENCE
"RFC 2332 [ RFC2332] defines the Next Hop Resol ution Protocol."
= |
ip 54,
i pi p4 54,
i pip 54

priv-host PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any internal host protocol."
REFERENCE
[ RFC1700] "
pi= {
ip 61,
i pi p4 61,
ipip 61

priv-net PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any |local network protocol."
REFERENCE
"[ RFC1700] "
o= |
ip 63,
i pi p4 63,
ipip 63
}

priv-distfile PROTOCOL-| DENTI FI ER
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PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" Pseudo- pr ot ocol
REFERENCE
"[ RFC1700] "
=
ip 68,
i pi p4 68,
i pip 68

PROTOCOL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Di ssimlar Gateway Protocol”

REFERENCE
"M A- COM Gover nment Syst ens,
Speci fication, Draft Version’
16, 1987."

Lr= {

ip 86,
i pi p4 86,
i pip 86

dgp

i grp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I GRP; Cisco routing protocol
REFERENCE
"Ci sco Systens,
pi= {
ip 88,
i pi p4 88,
ipip 88
}

ospf PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Open Shortest Path First
REFERENCE

I nc.

Bi erman, et al.

Interior GW Protocol

I nf or mat i onal

Macr os August 2000

reserved for any distributed file system"

"Dissinmlar Gateway Protocol
, Contract no. CS901145, Novenber

( OSPFI GP) . "

RFC 1583 [ RFC1583] defines version 2 of the OSPF protocol."
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ip 89,
i pi p4 89,
ipip 89

nt p PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Mul ticast Transport Protocol”
REFERENCE
"RFC 1301 [ RFC1301] defines the Miulticast Transport Protocol."
=
ip 92,
i pi p4 92,
ipip 92
}

ax- 25 PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"AX. 25 Frame Encapsul ati on"
REFERENCE
"RFC 1226 [ RFC1226] defines Internet Protocol Encapsul ation of
AX. 25 Franes."
ni= {
ip 93,
i pi p4 93,
ipip 93

i pi p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
"I P-wi thin-1P Encapsul ati on Protocol "
CHI LDREN
"Children of "ipip' are selected and encoded in the same nmanner
as children of IP."
ADDRESS- FORMAT
"The 'ipip’ address format is the same as the IP address format."
DECODI NG
"Note: ether2.ip.ipip.udp is a different protocolDirlD than
ether2.ip.udp, as identified in the protocolDirTable. As such
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two different local protocol index values will be assigned by the
agent. E.g. (full INDEX val ues shown):
ether2.ip.ipip.udp =
16.0.0.0.1.0.0.8.0.0.0.0.94.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE
"RFC 2003 [ RFC2003] defines |IP Encapsulation within IP."
MY
ip 94,
i pi p4 94,
ipip 94

encap PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Encapsul ati on Header; A Schenme for an |Internet Encapsul ation
Protocol: Version 1"
REFERENCE
"RFC 1241 [ RFC1241] defines version 1 of the ENCAP Protocol."
r={
ip 98,
i pi p4 98,
ipip 98

priv-encript PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private encryption schene."”
REFERENCE
[ RFC1700] "
o= |
ip 99,
i pi p4 99,
ipip 99

EE R R R R R R R R R R R R R I I R R I R

- - Chil dren of UDP and TCP

. Khkkkkhkkhkkhhkhkhhhkhkhhhkhhhkhhhkhhhhkhhkhhhhhhhhhkhhhhhkhhhhkhhkhkhhhkhrhkhhkhkhhhkkh Kk

tcpmux PROTOCOL- | DENTI FI ER
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PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"TCP Port Service Miltiplexer Port."

REFERENCE
"RFC 1078 [ RFC1078] defines the TCP Port Service Miltiplexer
Pr ot ocol . "

o={ tcp 1}

rje PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Entry Protocol; RIJE Logger Port; (historical)."
REFERENCE

"RFC 407 [ RFC407] defines the Renote Job Entry Protocol."
:={ tcp 5}

echo PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Echo Protocol for debugging TCP and UDP transports.”
REFERENCE
RFC 862 [ RFC862] defines the Echo Protocol."
=
tcp 7,
udp 7 }

di scard PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Di scard Protocol for debugging TCP and UDP transports.”
REFERENCE
RFC 863 [ RFC863] defines the Discard Protocol."
. T = {
tcp 9,
udp 9 }

systat PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Retrieve the Active Users list; a debugging tool for TCP and
transports.”

REFERENCE
"RFC 866 [ RFC866] defines the Active Users Protocol."

ubP

Bi erman, et al. I nf or mat i onal [ Page 20]
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' tcp 11,
udp 11 }

daytime PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Retrieve the current time of day; a debugging tool for TCP and
UDP transports."
REFERENCE
"RFC 867 [ RFC867] defines the Daytine Protocol."
.::{
tcp 13,
udp 13 }

gotd PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Quote of the Day Protocol; retrieve a short nessage (up to 512
bytes); a debugging tool for TCP and UDP transports."

REFERENCE
"RFC 865 [ RFC865] defines the Quote of the Day Protocol."

.._{
tcp 17,
udp 17 }

nsp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Message Send Protocol"
REFERENCE
"RFC 1312 [RFC1312] defines the Message Send Protocol."

. tcp 18,
udp 18 }

chargen PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Character Cenerator Protocol; a debugging tool for TCP and UDP
transports.”

REFERENCE
"RFC 864 [ RFC864] defines the Character Generator Protocol."
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. tcp 19,
udp 19 }

ft p- data PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The File Transfer Protocol Data Port; the FTP Server process
default data-connection port. "

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol. Refer to
section 3.2 of [RFC959] for details on FTP data connections."

o= { tcp 20}

ftp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"The File Transfer Protocol Control Port; An FTP client initiates
an FTP control connection by sending FTP comrands from user port
(U to this port."

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol."
o= { tcp 21}

t el net PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The Tel net Protocol; The purpose of the TELNET Protocol is to
provide a fairly general, bi-directional, eight-bit byte oriented
communi cations facility. |Its primary goal is to allow a standard
met hod of interfacing term nal devices and term nal -oriented
processes to each other. "

REFERENCE
"RFC 854 [ RFC854] defines the basic Tel net Protocol."
o= { tcp 23}

priv-mail PROTOCOL-| DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private mail system"™
REFERENCE
"[ RFC1700] "
:={ tcp 24,
udp 24 }
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snmt p PROTOCOL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The Sinple Miil Transfer Protocol; SMIP control and data
nmessages are sent on this port."

REFERENCE
"RFC 821 [ RFC821] defines the basic Sinple Mil Transfer
Prot ocol . "

:={ tcp 25}

priv-print PROTOCOL-| DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private printer server."
REFERENCE
"[ RFC1700] "
:={ tcp 35
udp 35 }

ti me PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Time Protocol"
REFERENCE
"RFC 868 [ RFC868] defines the Tinme Protocol."
:={ tcp 37,
udp 37 }

rap PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Rout e Access Protocol"
REFERENCE
"RFC 1476 [ RFC1476] defines the Internet Route Access Protocol."
:={ tcp 38}

rl p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Resource Location Protocol"
REFERENCE

"RFC 887 [ RFC887] defines the Resource Location Protocol."
o= { udp 39 }
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graphi cs PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"G aphi cs Protocol "
REFERENCE
"RFC 493 [ RFC493] defines the Graphics Protocol."
o= { tcp 41,
udp 41 }

nameserver PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Host Nane Server Protocol"
REFERENCE
"I EN 116 [1EN116] defines the Internet Nanme Server."
o= { udp 42}

ni cnane PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Nl CNAME/ WHO' S Pr ot ocol "
REFERENCE
"RFC 954 [ RFC954] defines the NI CNAVE/ Who |s Protocol."
:={ tcp 43}

nmpm flags PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"MPM FLAGS Protocol; (historical)."
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule.”
o= { tcp 44 }

npm PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Message Processing Mddule -- Receiver; (historical)."
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule."
:={ tcp 45}

nmpm snd  PROTOCOL- | DENTI FI ER
PARAVETERS { }
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ATTRI BUTES { }

DESCRI PTI ON

"Message Processing Mddule -- Default Send; (historical)."
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule.”
:={ tcp 46 }

tacacs PROTOCOL-| DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Logi n Host Protocol (TACACS)"
REFERENCE

"An Access Control Protocol, Sonetines Called TACACS [ RFC1492]."
:={ tcp 49 }

re-mai | -ck PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Rermote Mail Checking Protocol"
REFERENCE

"RFC 1339 [RFC1339] defines the Renote Mail Checking Protocol."
::={ udp 50 }

xns-time PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS Ti ne Protocol"
REFERENCE

" Xer ox Corporation"
o= { tcp 52,

udp 52 }

domai n PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Domai n Name Service Protocol; DNS nay be transported by either
UDP [ RFC768] or TCP [RFC793]. |If the transport is UDP, DNS
requests restricted to 512 bytes in length may be sent to this
port."

REFERENCE
"RFC 1035 [ RFC1035] defines the Bootstrap Protocol."

::={ udp 53,
tcp 53 }

Bi erman, et al. I nf or mat i onal [ Page 25]



RFC 2896 RMON Pl Macr os August 2000

xns-ch PROTOCOL- | DENTI FI ER

PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS d eari nghouse”
REFERENCE

" Xer ox Corporation”
.= { tcp 54,

udp 54 }

xns-aut h PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"XNS Aut henti cation Protocol"
REFERENCE
" Xer ox Corporation”
.= { tcp 56
udp 56 }

priv-term PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Pseudo- protocol reserved for any private term nal access
protocol ."

REFERENCE
"[ RFC1700] "

:={ tcp 57,
udp 57 }

xns-mai | PROTOCCL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS M| Protocol"
REFERENCE

" Xer ox Corporation"
:={ tcp 58

udp 58 }

priv-file PROTOCOL-| DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private file service."
REFERENCE
"[ RFC1700] "
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o= { tcp 59,
udp 59 }

t acacs-ds PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Default Server Port; TACACS Access Control Protocol Database
Service."

REFERENCE
"RFC 1492 [ RFC1492] defines the TACACS Protocol."

:={ tcp 65}

sql net PROTOCCL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"Oracle SQ.*NET"
REFERENCE

"Oracl e Corporation
:={ tcp 66 }

boot ps PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Bootstrap Protocol Server Protocol; BOOTP Clients send requests
(usual ly broadcast) to the bootps port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."

o= { udp 67 }

boot pc PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Bootstrap Protocol Client Protocol; BOOIP Server replies are
sent to the BOOTP dient using this destination port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."

2= { udp 68 }

tftp PROTOCOL- | DENTI FI ER
PARAVETERS {
tracksSessi ons(1)

}
ATTRI BUTES { }
DESCRI PTI ON
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"Trivial File Transfer Protocol; Only the first packet of each
TFTP transaction will be sent to port 69. If the tracksSessions

attribute is set, then packets for each TFTP transacti

on will be

attributed to tftp, instead of the unregi stered port nunbers that

wi |l be encoded in subsequent packets."
REFERENCE

"RFC 1350 [ RFC1350] defines the TFTP Protocol (revision 2);

RFC 1782 [RFC1782] defines TFTP Opti on Extensions;
RFC 1783 [ RFC1783] defines the TFTP Bl ocksi ze Option;
RFC 1784 [RFC1784] defines TFTP Ti neout Interval and
Size Options.”

o= { udp 69 }

gopher PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I nternet Gopher Protocol"
REFERENCE
"RFC 1436 [ RFC1436] defines the Gopher Protocol."
:={ tcp 70 }

netrjs-1 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renmote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= tcp 71}

netrjs-2 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= { tcp 72}

netrjs-3 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Renmote Job Service Protocol; (historical)."
REFERENCE
"RFC 740 [ RFC740] defines the NETRJIS Protocol."
:={ tcp 73}
Bi erman, et al. I nf or mat i onal
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netrjs-4 PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRIS Protocol."
o= { tcp 74}

priv-di al out PROTOCCL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private dial out service."
REFERENCE
"[ RFC1700] "
o= { tcp 75,
udp 75 }

priv-rje PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Pseudo- protocol reserved for any private renote job entry
service."

REFERENCE
"[ RFC1700] "

i={ tcp 77,
udp 77 }

fi nger PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Fi nger User Information Protocol"
REFERENCE

"RFC 1288 [ RFC1288] defines the finger protocol."
i={ tcp 79 }

www ht t p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Hypertext Transfer Protocol"
REFERENCE
"RFC 1945 [ RFC1945] defines the Hypertext Transfer Protoco
(HTTP/ 1. 0) .
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RFC 2068 [ RFC2068] defines the Hypertext Transfer Protoco
(HTTP/ 1. 1).

RFC 2069 [ RFC2069] defines an Extension to HTTP: Di gest Access
Aut henti cati on

RFC 2109 [ RFC2109] defines the HITP State Management Mechani sm

RFC 2145 [ RFC2145] defines the use and interpretation of HITP
versi on nunbers."

:={ tcp 80}

priv-term ink PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private terminal |ink
protocol ."
REFERENCE
"[ RFC1700] "
:={ tcp 87,
udp 87 }

ker ber os PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"The Kerberos Network Authentication Service (V5)"
REFERENCE

"RFC 1510 [ RFC1510] defines the Kerberos protocol."
2= { udp 88}

supdup PROTOCCL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"SUPDUP Di splay; (historical)"
REFERENCE

"RFC 734 [ RFC734] defines the SUPDUP Protocol."
:={ tcp 95}

di xi e PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"DIXIE Directory Service"
REFERENCE
"RFC 1249 [ RFC1249] defines the DI XIE Protocol ."
:={ tcp 96
udp 96 }
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host nane PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Nl C I nternet Hostnane Server Protocol; (historical)"
REFERENCE

"RFC 953 [ RFC953] defines the Hostnanme Server Protocol."
o= { tcp 101 }

3contt smux PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" 3COMk TSMUX"
REFERENCE
"3Com Inc."
:={ tcp 106,
udp 106 }

rtel net PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote User Telnet Protocol; (historical)."
REFERENCE

"RFC 818 [ RFC818] defines the Renpte User Tel net Service."
o= { tcp 107 }

pop2 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Post Ofice Protocol -- Version 2. Clients establish connections
with POP2 servers by using this destination port number.
Hi storical."
REFERENCE
"RFC 937 [ RFC937] defines Version 2 of the Post Ofice Protocol."
c:={ tcp 109 }

pop3 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Post Ofice Protocol -- Version 3. Clients establish connections
with POP3 servers by using this destination port nunber."
REFERENCE
"RFC 1725 [RFC1725] defines Version 3 of the Post Ofice
Pr ot ocol . "
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udp 110 } -- RFC defines tcp use

sunrpc PROTOCCL- | DENTI FI ER

PARAMETERS {
tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON

August 2000

-- learn port napping of prograns

-- port mapper function nunbers

"SUN Renote Procedure Cal
requests are sent to this destination port."

CHI LDREN

Protocol. Port mapper function

"Specific RPC functions are represented as children of the sunrpc

protocol. Each 'RPC function protocol
function nunber assignnent.
defined by different naming authorities,

function identifier val ue.

From [ RFC1831] :

Program nunbers are gi ven out

is identified by its

RPC 